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1.2

1.2.1

1.2.2

1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA _HOME\jdk\bin'.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

o alias is used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

o keyalg is the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

o keysize is the size of the public and private key pair generated. A key size of 1024 or more
is recommended. Consult your CA on the key size support for different types of certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be compatible
with the key algorithm. This has to be one of the values specified in the Java Cryptography
API Specification and Reference.

o valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.

e keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.
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The command will prompt for the following attributes of the certificate and keystore:

o Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle WebLogic
Server.

o Key password: Specify a password that will be used to access the private key stored in the
keystore. This password needs to be specified later, when configuring the SSL attributes of
the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access Oracle
FLEXCUBE INVESTOR SERVICING. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making the
request. For example, BPD. Use this field to identify the SSL Certificate you are creating. For
example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the official
records.

e Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

e Name of your State or Province: Specify the state/province in which your organization is
physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHA1wiIthRSA -validity 365 -keystore
D:\keystores\FCISKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>

What is your first and last name?
[Unknown]: cvrhp0729.i1-flex._.com

What is the name of your organizational unit?
[Unknown]: BPD

What is the name of your organization?
[Unknown]: Oracle Financial Services

What is the name of your City or Locality?
[Unknown]: Mumbai

What is the name of your State or Province?
[Unknown]: Maharashtra

What is the two-letter country code for this unit?
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[Unknown]: 1IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: vyes
Enter key password for <cvrhp0729>

(RETURN iFf same as keystore password):<Enter a
password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.
1.2.3 Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server
location given below:

Joraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ipsOl4dor
Node02

ips014dorCell01 --> <ips0l14dor> name of the machine and < Cell01>

ips014dorNode02 --> < ips01l4dorNode > name of the machine and <Node02>

1.3 Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log into the WAP console as the user ‘admin’.
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UserID:

WebSphere Integrated
Solutions Console

Licensed Materials - Property of 18M (c) Copyright IBM Corp. 1997, 2011 All

trademarl

Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registered in
many jurisdictions worldwide. Other product and service names might be

of IEM or other companies. A current list of IEM trademarks is

available on the Web at Copyright and trademark information.

® Sync encountered an error while syncing: Failed to connect to the server. Sync will automatically retry this action.

2. Specify the user ID of the administrator and the password set while installing the software.
Click ‘Log In’. The following screen is displayed:

WebSphere Integrated Selu..,

v & || Q search

€ | @ https://ofss220137 in.oracle.com:9043/ibm/console/secure/securelogon.do

WebSphere.

| view: All tasks -

B welcome
[ Guided Activities
[ Servers
[+ Applications
[+ Services
[ Resources
[ Security
B Global security
Security demains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[ Environment

|+ System administration
[+ Users and Groups

[¥ Monitaring and Tuning
(¥ Troubleshaoting

[+ Service integration

[+ UDDI

Cell=0fss220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (SSL) protocol provides secure
communications between remote server processes or
endpoints, SSL security can be used for establishing
communicatiens inbound to and cutbound from an endpoint.
To ish secure communications, s certificats and an SSL
configuration must be specified for the endpoint.

In previous versions of this product, it was necessary to
manually configure each endpaint for Secure Sockets Layer
(SSL). In this version, you can define a single configuration for
the antire applicati ing environment. This i
enables you to centrally manage secure communications. In

additien, trust zones can be established in multiple nods
snvirenments by evariding the default, cell-leval SSL
configuration.

If you have migrated a secured environment to this version
using the migration utilities, the old Secure Sockets Layer (55L)
configurations are restored for the varicus endpoints. However,
it is necessary for you to re-configure S5L to take advantsge of
the cantralized management capability.

Configuration settings

Manane endpoint security confiqurations

Manage certificate expiration
Manzge FIPS

Related Items

55L configurations

Dynamic outbound
endpoint 551
configurations

Key stores and
certificates

Key sets
Key set groups
Key managsrs

Trust mansgers

Certificate Authority

ca) client
configurations

Field help

For fisld help information,
select a field label or list
marker when the help
curser is displaysd.

Page help
Mora information about
this psge

Close page &
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On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen
displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’. The following
screen is displayed:

€ | B hitps//ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v @ ||Q search

WebSphere. | Logout

Cell=0fss220137 Node01Cell, Profile=AppSrv01 Close page

| View: All tasks

L certificate and anagement

B welcome

P B P S5L certifi d key > Key stores and certificates Field help
For field help information,
e Dafinas keystors typss, including cryptography, RACF(R), CMS, Java(TM), and all truststors typas. caloct 5 field labal or list
. marker when the help
[# Applications Keystors usagas cursor is displayad.
@ Services [ SSL keystores | Page help
[ Resources More information shout
& Preferences
o Security this page
e e [ o | Crange possvorte ]| Exchange sgrere command Assstance

B Security domains View administrative
B Administrative Authorization Groups scripting command for last
[ ]
SSL certificate and key management Select‘ Name & ‘ E==mier O | MerermTme Fes Path &
B Security auditing
B Bus security You can administer the following resources:
@ Environmant NodeDefaultKeyStore | Defzult key store | (cell)iofss220137Node01Cell: | ${CONFIG_ROOT} cells
for (node):ofss220137Node01 | /ofss220137Node01Cell
[+ System zdministration ofss220137Nod=01 /nodes
{ofss220137Node0l
[# Users and Groups Tkeypiz

[ Monitaring and Tuning

NodeDefaultTrustStors | Default trust store | (call):ofss220137Node01Call: | ${CONFIG_ROOT}/calls

[# Troubleshaoting
(node):ofss220137Node01 /ofss220137Node01Cell

[+ Service integratien ofss220137Node0l /nodes
Jofss220137Nede0l
& UDDL Jtrust.p12
Total 2
< . v

This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.

€ | B hitps//ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v @ ||Q search

WebSphere. el Logout

| View: All tasks -

General Properties The additional prc
el wvill not be availak
sleome + Name the general prope
[+ Guided Activities this item are appl
saved.
[+ Servars Description

: | Additional Prope
[# Applications —

[ Services Mansgement scope
& Resources | (cell):ofss220137Hode01Cell (node): ofss220137Hode0 1 E|
[=] Security # Path

n

Globsl s=curity

¥ security domains + Password
B Administrative Authorization Groups | |
S5 certificate and key management
B Security auditing # Confirm password
¥ Bus security |
[# Environment Type E
[l System administration PKCS12 .4
[ Users and Graups i f:‘illE:Ifs
[# Monitaring and Tuning PKCS12
[7F| L =S R Cryptographic Token Device (PKCS11)
L e ["T" Enzble cryptographic operations on hardware device
[ UDDI
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1.4

5. Specify the following details:

Name

Specify the key store name.

Path
Specify the location of the key store generated.

This has to be a relative path.
Example

${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.

- —

WebSphere.

‘ View: All tasks -

550 certificate and key management

welcome
e v SSL certificate and key management
Servars

I+ Applications ssL

Services
The Secure Sockets Layer (S5L) protocol provides secure

» C=rre=y
e [ )
,/" WebSphere Integrated Solu... % | =
€ | @ htips//ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do ¢ || Q Search B & & 4 - = - @2 =

Related Items.

ssL

Resources communications between remote server processes or endpoints
SSL security can be used for establishing communications
inbound to and outbound from an endpoint. To establish securs
communications, a certificats and an SSL configuration must be
spadified for the endpaint.

=l Security

Glabal security

Security domains

Administrative Authorization Groups In previous varsions of this product, it was nacessary to manually
configure sach endpoint for Sacura Sockets Layar (SSL). In this
version, you can define = single configuration for the sntire
spplication-serving environment. This capsbility ansbles you to
centrally manage secure communications. In addition, trust zones
Environment can be in multiple node by overriding
the default, cell-level SSL configuration.

SSL certificats and key management
Security auditing
Bus security

System administration
Users and Groups
Monitoring and Tuning
[ Troubleshooting
Servica intagration

uDDI

. n »

1f you have migrated a secured environment to this version using
the migration utilities, the old Secure Sockets Layer (S5L)
configurations are restored for the various endpaints. However, it
is necassary for you to re-configure S5L to take advantage of the
centralized management capability.

Configuration sattings

Manage sndpoint security configuration

Manage certificate expiration

Manage FIPS

Dynamically update the run time when SSL configuration

Dynamic outbound
endoeint 35L
configurations

Kev stores and
certificates

Key ssts
Kew set aroups
Kev managers

Trust managers

Certificate Authority
(CAl dient
configurations

Clos= pag=

Field help

For field help information,
select a field label or list
marker vhen the help
cursor is displayed.

Page help

More information about
this page

1. Under the section ‘Related items’, click ‘SSL configurations’. The following screen is

displayed:

1-8

ORACLE



WebSphere Integrated Solu... %

0137 .in.oracle.ce

| € @ nipsr

fconsole/secure/securelogan.do v || Q search % ®d & & 4

WebSphere.,

‘ View: All tasks

137 Node01Cell, Pr

= welcome
F Guidad Activities
 Servers
[+ Applications
[+l Services
(@ Resources
(=) Security

B Global security
Security demains

Security auditing
Bus security

[#] Environmant
[#l System administration
[ Users and Groups

[ Monitoring and Tuning
[ Troubleshooting

[#l Service intagration

% UDDI

Administrative Autherization Greups
SSL cartificate and key management

S5L certificate anc

anagement

SSL certificate and key management > SSL configurations
Defines = list of Secure Sockets Layer (S5L) configurations.

[ Praferences

Selact |Name & ‘ Management Scope

You can administer the folloving resources:

S~

Field help

For field help infarmation,
select 2 field label or list
marker when the help
curser is displayed.

Page help

More information about
this page

Command Assistance

View

HodeDefault3S| Settings (cell):ofss220137Node01Cell:

(node)i0fss220137Hode01

Total 1

< n

scripting command for last

2. Click ‘New’ button. The following screen is displayed.

WebSphere Integrated Solu...

137.in.oracle.ce

:9043/ibm/ console/secure/securelogon.do

v ¢ || Q search

€ ) @ nitpsi/

WebSphere.

Help

‘ View: All tasks

137Node01Cell

" welcome
i Guidad Activities
 Servers
[+ Applications
[+l Services
(@ Resources
=) Security
" Global security
Security demains
Administrative Autherization Greups
SSL cartificate and key management
Security auditing

Bus security

[#] Environment

[#l System administration
[ Users and Groups

[ Monitoring and Tuning
[ Troubleshooting

[#] Service integration

[# UDDI

5L certificate and key management

ssL and key. > 551 > New...

Defines 2 list of Secure Sockets Layer (SSL) configurations.

General Properties

v ¢ & 4 @ » - B =

| Logout

Clos= pag=

The additional propertied

* Name
[
Trust store name

[ MadeDefautikeystore ((cell):ofss220137Noden1Celli(node) ofss220137Hode01) | x|

Keystore name

[ odeDefaultkeyStors (cell):ofss220137Node01Celli(nede) ofss220137Hode01) BGM—MMESSI

Default server certificate alias

client cartificate alias

Management scope.
| (cell):ofss220137Node01Cell: (node) :ofss220137Hod0 L

vill not be available unti
the gen=ral propertiss f
this itemn 2re applied or
saved.

Additional Properties

Related Items

" Kay stores and
certificates

3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.

4. Click the button ‘Get Certificate aliases’

1-9
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1.5

Manaqing Endpoint Security Confiqurations

This section explains the process of managing endpoint security configurations.

WebSphere Integrated Solu... %

137 in.oracle.ce 43/ibm/console/secure/securelogon.do

&) e

WebSphere.,

‘ View: Alltasks v
SSL certificate and key management
welcome
@ Guided Activities SS5L certificate and key management
[ Servers

# Applications .

[ Services
The Sacure Sacksts Layar (SSL) protocal provides secure

communications between remota server processes or endpoints.
SSL security can be used for establishing communications
inbound to and outbound from an endpoint. To establish secure
communications, a certificate and an 5L configuration must be
spedified for the endpaint.

[+l Resources
=l S=curity
Global s=curity
Security domains
Administrative Autharization Graups
SSL certificate and key management
Security auditing

Bus security.

In previous versions of this product, it was necessary to manually
configure each endpoint for Secure Sackets Layer (S5L). In this
wersion, you can define a single configuration for the entire
application-serving enviranment. This capability enables you to
centrally manage secure communications. In addition, trust zones
[# Environmant can be in multiple nods by overriding
the dafault, cell-laval SSL configuration.

[#] System administration
1f you have migrated a sacurad anvirsnmant to this version using
the migration utilities, the old Secure Socksts Layer (SSL)
configurations ars restorad for the various endpoints. However, it
is necessary for you to re-configure SSL to take advantage of the
centralized management capability.

[#] Users and Groups
[#l Manitoring and Tuning
[#l Troublashooting

[ Service integration Configuration settings

[@ uDDI Manage endpoint security configurations
Manags certificats sxpiration

Manage FIBS

<[ i ] v Dynamically update the run time vhen SSL canfiguration

][ Q search

Related Items.

S5L configurations

Dynamic outbound
endpoint 5L
configurations.

Kev stores and
certificates

Kew sets
Key set groups
Key managers

Trust managers

Certificate Authority
[ca) dient
confiqurations

Help | Logout

Close page
Field help

For field help information,
select = field label or list
marker when the help
curser is displayed.

Page help
More information about

n

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under
‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:

WebSphere.,

‘ view: All tasks

ificate and key management

cluster.

Local Topology

# Applications

[ Services

welcome
& Guided Activities S5 certificate and key > Manage endpoi ity N
[ Servers Displays Secure Sockets Layer (SSL) configurations for selacted scopes, such as a cell, nade, server, or

[# Resources

=) S=curity

Em
=) fgdeoicell

Globsl security

d
Security domains B {1 nodes
X fs5220137Node01 (NodeDefaultSSLSettings]
Administrative Autharization Groups
SSL certificate and key management El Qutbound
Ezriyartiy ) 2fss220137Nede0iCell
Bus security B {1 nodes

() ofs=220137H0de01(NodeDafaultsSLSattings)

) Environment

[+l System administration
[#] Users and Groups

[+l Monitoring and Tuning
[#l Troublashooting

[#l S=rvice int=gration

[ UDDT

Help Logout

Close page

Field help

For field help information,
select = field label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this pags

< m ] [« 1

2. Click the first link under ‘Inbound tree’. The following screen is displayed:
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WebSphere Integrated Solu... %

€ ) @ hitps://ofss220137.in.oracle.com9043/ibm/console/secure/securelogon.do ¢ || Q search % B & & 4 B » -

WebSphere. Help | Logout

137Nog=01Cell, Profile=A P
‘ View: Al tasks -
55L certificate an =nagement
welcome
T S5L certificate and kev management > i ity tions > ofss220137Node01 F'e": ";":‘ ‘
] Sarvers Displays Secure Socksts Layer (S5L) configurations for selected scopes, such as a cell, node, server, or cluster, it

marker when
[+ Applications cursor is displ

4 Services

General Properties Related Items Page help
[ Resources Name o More informal
SsL this page
= Security [ofes220137N0de0t | configurations
Globl security Dynamic
Security domains Diraction outbound
Administrative Autherization Graups [tnbound | =ndpaint 55U
SSL certificate and key management confiqurations
Securicy suditing Specific SSL configuration for this endpoint Key stores and
Bus security - ‘ certificates

EEiroAmanE p— D_ Update cartificate alias list | Manage certificates Key sets

Key set aroups
[#] System administratien

alias in key store

Key managers
[#] Users and Groups

Trust managers
Monitaring and Tuni
[#l Monitoring and Tuning Certificste
Authority [CA)

client
configurations

[ Troubleshooting

[# Service integration

% UDDI

Under SSL configurations, select the configured SSL from the drop-down list.

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.
4. SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

@ WebSphere Integrated Solu... X

€ @ hitps//ofss220137.in.oracle.com:9043/ibm/ console/secure/securelagon.do ¢ || Q search

WebSphere. | Help | Logout

137Node01Cell
‘ View: All tasks -

welcome

@iz Application servers
] For field help infarmation,
——— Use this page to view a list of the application servers in your environment and the status of sach of these olect & fiald labal or list
s=rvers. You can also use this page to change the status of a specific application server. mmarkar vhen the help
= Server Types

[ Preferences curser is displayed.
WebSphere application servers
WebSphere MQ servers Page help
Web servers More sbout
Name & ‘M:de & ‘HustName ol ‘Vas\'\:m o) this page
[ Applications
You can administer the following resources: Command Assistance
[+ Services v o st
semvert ‘ 0fss220137NodeD1 ‘ ofss220137.in.oracle.com ‘ Base £.5.5.0 View sdministrative
[+l Resources seripting command for last
E Total 1 action
=) Security

Glabal security
Security domains
Administrative Authorization Graups
SSL certificate and key management
Security auditing
Bus security

# Environment

[#l System administration

[ Users and Groups

# Monitoring and Tuning

[# Troubleshooting
4] Service integration

. I »

5. Click the server to which SSL configuration has to be applied. The following screen is
displayed.

1-11 ORACLE



> WekSphese Integrated Solu... x

‘console/secure/securelogon do

15 Sarsan
= Sarver Typan
¥ webSphare axpd
= wabSihere M auvan

aves

J

‘galication seocers > sarvarl

Uam this page 1o configure an eecication senr. An Bppheation erver (s B server that provides senvices

reduirad b2 fun antarpeise
| Runtime | | Configuration

sasteatons.

Conaral Brapartias

T wun o davatcsmnant meds
| oncabel stan

' san components as nesded

Asiwss bo intersl sarear dasses

Server-specific Application Settings

Clagsinsdar paliey

Class loading mod:

[ Srises iwaderd mth wasunt ciess o first

Contamar Sottings
" Samizn
manacemant
@ BIP Contmine
Semngs
& Weh Containar
Settings

@ L Containar
Sattings
@ Conlain

@ Busivers Provess

el ] (0K | [ Rawst ] Corcdl |

Fiobd bl

Fur fiald bal sfurmatio]
auluct u fiald lakal oo ligt
et whan the halp
cursar iv disglayed,

B
Page help
Hore informaticn aout
this.oans

:A_vi W, Mabgh Case 2 of 2 matches

6. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.

onsole/secure/securel d

WebSphere.

| View: All tasks

" welcome
(+) Guided Activities
= Servers
|5 Server Types
B webSphers application servers
B webSphere MQ servers
B web servers
(+] Applications
[+ Services
(+) Resourcas
=) Security
= Global security
Security domains
Administrative Authorizztion Groups
SSL certificate and key management
Security auditing

Bus security

[#] Environment

[+ System administration
[#) Users and Groups

[# Manitering and Tuning

[# Treubleshooting

l7 = m

3

NE 137Node01 Cell, 1

[application =

servers > serverl >

that are operating vithin a client or server.

[ Preferances

po

Use this page to view and manage a transport chain. Transport chains reprasent network protocol stacks

tE ¥ A A

Clos= page

Field help
For field help information,
select a field labsel or list
marker when the help
cursor is displayad.

page o
Mare information about
this page
Selact Nama & Enabled Host & Port & SSL Enabled Command Assistance
view
You can administer the following resources: =cripting command for last
HitpQueuelnboundDefault Enabled = 5080 Dissbled action
HitoQueuelnboundDefaultSecure | Enabled - 9443 Enabled
WCInboundadmin Enabled - 2080 Disabled
WCInboundAdminSecurs Enablad = s043 Enabled
WEInboundDefault Enabled - 3080 Disabled
WCInboundDefaultsscura Enablad = 9443 Enabled
Total &

Highlight Al Match Case 2 of 2 matches
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7. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WClInboundDefaultSecure’. The following screen is displayed:

(5 WetiSphere tegrated Soha., %

B hpe 20137 in ceadlecom ST b

o Guided Arcivicas
= Servars
= Saevar Typas

Sohere 4peScn
B wakdsherm ug

B ek seevers

¥ Apphintinns

B ——— Y

Feld halp

servars  sarvarl > Web

| Eenfiguration

Genaral Properties

Usw this page bo view ard mansge & anspord chain, Transpert thaine represent netmrk protocs! stacks that
are oaerating within & cliant of Tarver.

Fnr Kald haip indormatio
salact & fiald Iabal or list
ks b the bels
cursar is displaved.

Page halp

More information ARl
this gads

¥ Enabied
Transport Channels
® TSP inkpund channed [TCP 4}

Hust -
Past 5443
Trewad pant WahCantainer

Maximum cpan conestions 20000
Inactivity Beasut 60 pacends

© ESLinbesind channal 1SEL 21
S3L configuration (Cenirally managed)

* HITRinbound chanosl (HTTE 41

Uike parsistant keap alive rannastinns Frasted
Maimum parsistant requasts per connaction 160
Rasd Bmasut 0 sacends
Wit Bmout seconds
Pavuistunt enwsul 30 secenids
©OMTEE gumen inbaurd chancel (MR 2
" Wab guetaices inbyend ghacosl (HSS 1
e R e

8. Click ‘SSL Inbound channel (SSL 2).

WebSphere Integrated Solu... %

| € ) @ https://ofss220137.in.oracle.com:3043/ibm/cansole/secure/securelogon.do

v || Q searcn

WebSphere.

| view: All tasks -

= welcome

[+ Guided Activities

=l Servers

[ Server Types

B webSphere application servers
¥ webSphere MQ servers
= web servers

[ Applications

[ Services

f# Resources

=] Security

Global security
Sacurity domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[# Environment

%] System administration
&l Users and Groups

[#] Monitoring and Tuning
[ Troubleshosting

[#] Service integration

[ UDDI

Cell=0fz5220137 Node01Cell, Profils=AppSrv0 1

Field help

Help

£ Messages

B} Transport Channel SSL_2 is shared between two or more transport chains.
Changes to SSL_2 will affect multiple network protocol stacks,

servers > serverl > Web

inbound channel (SSL_2)

Use this page ko view and configure a channel for handling the encryption and decryption of data over

inbound connections.

Configuration

General Properties

+ Transport channel name
[ssL_2 |

o waight
[t I

SSL Configuration

© centrally managed

¥ View centrally managed SSL tree

@ specific to this endpoint
Sslsct SSL Configuration

HodeDefaultSSLSsttings n

Additional Properties

¥ Custom properties

Related Items

¥ 8SL configuration - cell level

IR~ -=INE TN -

| Logout

For fiald help informatio|
select a field label or lisi
marker when the help

cursor

Page help
More information about
this page

Command Assistance
Wiew administrative

seripting command for g

action

Cloze page &

is displayed.

9. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the

changes.
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1.6 Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port humber>>/<<context>>>

1.7 Certificate Exchange for Two Ways SSL

1.7.1 Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.

Cell=ofss220137 Node01Cell, Profile=2ppSrv01

‘ View: All tasks

SSL certificate and key management

Welcome

‘Guided Activities 551 certificate and key management > Key stores and certificates > NodeDefaultKeyStore > Personal certificates

Toervers Manages personal certificates.

Preferances

[ Server Types
wehSphere application servers
Ao — Cre3te | palete || Receive from = certificate authority... | Replace... | Extract.. || Import... || Export... || Revoke... || Renew
Web servers
Se\ect‘ ‘ Alias Issued To | Issued By ‘Ser\'al Number | Expiration
SRR You can administer the folloving resourcas:
Services [l default CH=ofss220137.in.oracle.com, |CN=ofss220137.in.oracle.com, | 3446736556526576 | Valid from
Recources OU=ofss220137Node01Cell, | OU=Root Certificate, Jun 22,
OU=0fs5220137Node01, OU=0fs5220137Node01Cell, 2015 to Jun
= Security O=IBM, C=US OU=ofs5220137Node01, 21, 2016.
Global s=curity SREL S
Security domsins
Administrative Authorization Groups CN=0fs5220137.in.oracle.com, | CN=0fs5220137.in.oracle.com, | 3446736182480725 | Valid from
S5 certificare and key management OU=Root Certificate, OU=Root Certificate, un 22,
———— OU=ofss220137Node01Cell, | OU=ofss220137Node01Cell, 2015 to Jun
N ) OU=0fs5220137Node01, OU=0fs5220137Node01, 18, 2030.
us security 0=IEM, C=US 0=IBM, C=US.
Environment
System administration Total 2

Users and Groups
Manitering and Tuning
(¥ Troubleshooting

[#] Service integration

uDDI

< m

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management

[

> Key stores and certificates > {YOUR KEYSTORE NAME} > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

1.7.2

1.7.3

Search B + A& A4 Q- =@ =

Il, Profile=AppSrv01

Close page

| View: All tasks

SSL certificats and key managsment

Welcome
Guided Activities SSL certificate and kev management > Key stores and certificates > NodeDefaultKeyStore > Personal certificates Field help
> Extract certificate For field help inform)
=l Servars select 5 field label o

os . Extracts a certificate from the key store to be added to another key store. marker when the he|
erver Types

General Properties cursor is displayed.
WebSphere application servers
WebSphere MQ servers Cartificate alias to xtract Page help
web servers ‘dEFauk More information ab)
this page
& Applications # Certificate file name
Services [Dr\keystores\mykeysare.cer
Resources Data type
=) Security 1 Bases4-encoded ASCII data | 7]

Global security

Security comsins

Administrative Authorization Groups
SSL certificate and key managemant
Security auditing

Bus security

Environment

[# System administration
Users and Groups
Monitaring and Tuning
[#l Troublzshooting

Service integration

uppt -
< m 1 K it | >

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

Extracting Certificate for Server2

You can follow the steps for server 1 described under ‘Extracting Certificate for Serverl’ to extract
the certificate for Server2.

Importing Certificate into Keystore for Serverl

@ Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).
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WebSphere Integrated Solu... %

| " @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

WebSphere.

| View: Al tasks

« |I=0fs5220137 Node01Cell, Profile=AppSrvi 1

B welcome
[# Guided Activities
[ Servers
[ Server Types
¥ webSphere application servers

¥ webSphere MQ servers
= web servers

4l Applications

L certificate and key management

SSL certil and kay > Key stores and certificates > NodeD.

General Properties

Defines keystore types, including cryptography, RACF(R], CMS, Java(TM). and all truststore types.

Close page

Name

[Nod=Defaultkeystore

© personal
certificates

Bus security

[+ Environment

[# System administration
[#] Users and Groups

[# Monitoring and Tuning
# Troubleshosting

[# Service integration

[# UDDI

[# Services Description
@ Resources [Default key store for of=s220137Node01 ¥ Personal =
[= Security Management scope requests

® Global security ‘(cEll):ufssZZDlB?NDdEDlCEH:(nnda)mfssZZDLB?NndEDL L] CustDrr!

¥ Security domains path properties

L] e Auth Groups 2

B S0 certificate and key [¢£conFIG_ROOT}/calls/ofss220137Node01 Call/ nodes/ ofss220137Node01 /key.p12

¥ Security auditing # Password

=

Type

| PKCS12 El

Read only

Initialize at startup

[l Enable cryptographic operations on hardware devica

| " @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

_C"HQSearth

WebSphere.

| View: Al tasks

B welcome

[# Guided Activities

= Servers

(=] Server Types

¥ webSphere application servers
¥ webSphere MQ servers
= web servers

4l Applications

[# Services

[# Resources

= Security

Global security
Security demains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Environment

(4] System administration
[# Users and Groups

[+ Monitoring and Tuning
[# Troubleshosting

[# Service integration

[# UDDI

Cell=ofss220137 Mode01Cell, Profile=AppSnv01

SSL certificate and key management

S5L certificate and key > Key stores and certificates > NodeD.

certificates
Manages signer certificates in key stores,

[# Preferences

Close page

Field help
For fiald help information,
selact = field labal or list
marksr when the help
cursor is displayed.

Delete || Extract | Retrieve from port |

Page help

More information about
this psge

SE\a:t‘ Alias 2 | Issued to

|Frngarprfnt (SHA Digest) I | Expiration

Command Assistance

View administrative
MNone scripting command for last
Totsl 0 astion

2. Click ‘Add’ button to add the certificate of the other server.

The following screen is displayed:
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WebSphere Integrated Solu... *
P 9

€ | @ https//ofss220137.in.oracle.com:2043/ibm/ console/secure/securelogon.do v || Q search | wvB 4+ & 4 - = -
WebSphere. Help | Logout
Cell=0fs5220137 Node01Cell, Profile=AppSrv 1 Close page
| View: All tasks
SSL certificate and key management
Welcome
# Guided Activities S5L certificate and key management > Key stores and certificates > NodeD: > Signer certificates > Field help
‘Add signer certificate For field help information,
(=l Servers select a field Izbel or list
Adds a signer certificate to a key store. marker when the halp
[=) Server Types General Properties cursor is displayed.
WebSphere application servers
webSphars MQ servers # Alias Page help
web servers [eLem_keystore More information about
this page
[+ Applications # Fil2 name
[p\Kkey=ores\mykeysare.cer
[ Services
[+ Resources Dats type
Base64-encoded ASCII data | 7 |
[= Security H
Global security
Reset Cancel
e
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security
[+ Environment
[#] System administration
[#] Users and Groups
[# Monitoring and Tuning
# Troubleshosting
[# Service integration
[# UDDI 2
< n 3 < m | 3

3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.

Eg: \<localfolder>\<serverl.cer>

1.7.4 Importing Certificate into Keystore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Serverl’ to import the certificate into keystore for Server2.
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Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

WebSphere Integrated Solu.. *

/ofes220137.in.oracle.com:3043/ibm/conscle/secure/securelogon.do

v e[ searcn

€ ) @ htips/,

WebSphere.

| View: Al tasks

B welcome
[+ Guided Activities
[= Servars
[ Server Types
B webSphere application servers

B webSphere MQ servers

¥ web servers

[ Applications
[ Services
3 Resources

=) Security
B Global security

Security domains

Administrative Authorization Groups

SSL certificate and key managemant

Security auditing

Bus security
[ Environment

[# System administration
[# Users and Groups

[# Monitaring and Tuning
# Troublzshoating

[# Service integration

[# upDI
« »

Cell=ofz5220137 Node01Cell, Profile=AppSnvi 1

SSL and key > Key stores and

Keystore usages

S5L keystores ]

# Preferences

certificates

Defines keystors types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

| new... || Delete || change password... |

| Exchange signers...

%\al:t‘l\lamec ‘L‘ i

| Scope

Path

You can administer the following resourcas:

Default key store for
ofss220127Nodell

NodeDefaultkeyStore

(cell)iofss220137Hode01Cell:
(node):ofss220137Node01

£{CONFIG_ROOT}eells
/ofss220137Node01Cell
/nodas
fofss220137Node01
key.p12

Default trust store for
ofss220137Node01

NodeDefaultTrustStore

(cell):ofss220127Hod=01Call:
(node):ofss220137Node01

${CONFIG_ROOT}/calls
fofss220137Node01Cell
/nodes
/ofss220137Node01
Jtrust.p12

Total 2

Closa page

Field help
For field help information,
select 5 field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

e

al
scripting command for last
action

(-' @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

"C"HQSearth

WebSphere.

| View: Al tasks

B welcome
[# Guided Activities
= Servers
[ Server Types
¥ webSphere application servers

¥ webSphere MQ servers
= web servers

4l Applications
[# Services
[# Resources

= Security
¥ Global security

Security demains

Administrative Authorization Groups

SSL certificate and key management

Security auditing

Bus security

[+ Environment

(4] System administration
[# Users and Groups

[+ Monitoring and Tuning
[# Troubleshosting

[# Service integration

[# UDDI

General Properties

Defines keystors types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

| Logout

Name

[nodeDefaultkeystore

Description

P

ner certificate:

" Personal
certificates

[Default key store for ofss220137Node01

" Personal

Management scope

[(cell):ofss220137Nod=01 Cell:(node) :ofss220137Hade01

Path

regquests

" Custom
properties

[¢conFIG_ROOT}/cells/of=s220137Nade01Cell/ nodes/ afss2201 37 Node01 / key.p12

# Password

\ |
Type

| PKCS1Z

Read only

Initialize at startup

[ Enable cryptographic operations on hardware device

1. Click ‘Signer Certificates’.
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The following screen is displayed.

WebSphere Integrated Solu... %

[ 4 ) @ nitps://ofs=220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v @] Q search B + & 4« @ # - B =

WebSphere. Logout

Cell=0fs5220137 Noded L Cell, Profile=AppSrv01 Close page
| View: All tasks

S5L certificate and key management

5 welcome
B @R S5L certificate and key mansgement > Key stores and certificates > NodeDefaultKevStore > Signer Field help
certificates For field help information,
Servers select a field label or list
= - Manages signer certificates in key stores. marker whan the help
ElEzTkES & Preferences cursor is displayed.
B webSphere application servers
¥ WebSphere MQ servers | Delete | Extract || Retrieve from port | Page help
B web servers More information about

page
I+ Applications

[ Services Sele:t‘ Alias 2 ‘ Issued to |Finga'print (SHA Digest) 5 | Expiration & Command Assistance
View sdministrative
e lone scripting command for last
action
= Security L Total 0
B Global szcurity
B Security domains
B administrative Authorization Groups
B S5L certificate and key management
B Security auditing
]

Bus security

[# Environmant

[+ System administration
[# Users and Groups

[ Monitoring znd Tuning
[ Troubleshosting

[# Service integration

[+ UDDI -

2. Click ‘Add’ button to add the extracted certificate of the second server. The following screen
is displayed.

WebSphere Integrated Solu... %

| € ) @ https;//ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do _C"HQSemth | a8 + &F 4 & = - @3 | =

WebSphere. Logout

Cell=0fs5220137 Node01Cell, Profile=AppSrv 1 Close page
| View: All tasks

SSL certificate and key management

= welcome

) Guided Activities SSL certificate and key management > Key stores and certificates > NodeD. > Signer certificates > Field help
Add signer certificate For field help information,
(=l Servers select a field Izbel or list
Adds = signer certificate to a key store. mmarker vhen the help
= Server Typas General Properties cursor is displayed.
¥ webSphere application servers
® webSphers MQ servers * Aliss Page help
B web servers [Eem More information sbout
this page
[ Applications # File name
[p\key=ores\mykeysare.cer
[# Services
[® Resources Dats type
Base64-encoded ASCII data |7 |
(= Security =
B Global security
0 Zzerme moe
B Administrative Authorization Groups
B SSL certificate and key management
B Security auditing
[ ]

Bus security

[+ Envirenment

[# System administration
[# Users and Groups

[# Manitoring and Tuning
# Troubleshosting

[# Service integration

# unnT -
Javascript:clearFilter('com.ibm.ws.console.security.SignerCertsCollectionForm’)

3. Specify the ‘alias’ name to identify the other server.
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1.7.6

1.8

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

Importing Certificate into Truststore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.

Manaqing Endpoint Security Confiqurations

To manage the endpoint security configurations, follow the instructions given below.

r 1 — ———————— — — = ——— [
J WebSphere Integrated Solu.. % | =+

€ | @ https//ofs220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do c

WebSphere.

View: All tasks

< |

Welcome
Guided Activities

Servers

# Applications

System zdministration
Users and Groups

Monitoring and Tuning

[ Troubleshoating

Service integration

ubDI

I ]

SSL certificate and key management

SSL certificate and key management

SSL configurations

If you have migrsted a secured environmant to this version using the
migration utilities, the old Secure Sockets Layer (S5L) configurations
are restored for the various endpoints. However, it is necessary for you
to re-configure SSL to take advantage of the centralized management
capability.

Configuration settings

Msnage endpoint security configurations

Manage certificate expiraticn

Manage FIPS

Dynamically update the run time when SSL configuration changes
oceur

Related Items

Trust managers

Certificate Authority
{CA) client
configurations

E

Services
The Secure Sockets Layer (S5L) protocol provides secure 551 confinurations Page help
Resources communications between remote server processes or endpoints. S5L SsLconflqurstions More information about
security can be used for establishing communications inbound to and Dynamic cutbound this page
& Security outbound from an endpeint. To establish secure communications, & endpoint S5
Global security cartificate and an SSL configuration must be specified for the endpoint. configurations
e In previous versions of this product, it was necessary to manually Key stores and
Administrative Authorization Groups configure each endpoint for Secure Sockets Layer (S5L). In this certificates E
SSL certificate and key managemant varsion, you can define a single configuration for the entire Key sets
Security suditing =pplication-serving environmant. This capability enables you to
Bus security centrally manzge secure communications. In addition, trust zones can Key setaroups
be established in multiple node environments by overriding the Key mansgers
Environment default, cell-level SSL canfiguration.

Close page

Field help
For field help infarmation,
select a field Isbel or list
marker when the help
cursor is displayed.

1. Expand ‘Security > SSL certificate and key management’

configurations’.

1-20

and click ‘Manage endpoint security
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WebSphere Integrated Solu... %

€ @ hitpsy//ofss220137 in.oracle.com:3043/ibm/console/secure/securelogon.do

WebSphere.

Cell=ofss220137Node01 Cell, Profile=AppSrv0i
| View: All tasks

SSL cartificate and key management

" welcoms

’ g , . Field help
S R : S > For field help information
& Sarvers Displays Secure Sockets Layer (55L) configurations for selected scopes, such as a cell. node, server, or cluster. select = field label or list

marker when the help
# Applications Local Topalogy cursor is displayed.
=
& Services Page help
[ Resources B 1nbound More information about
= security B ofss220137Node01Cell this page
B £ nedes

¥ Global security

- lod=01(Nod=DsfaultSSLSettings)

B Security domains

¥ administrative Autherization Greups B Outbound

¥ 55U centificate and key B ofss220137Hod=01cell

¥ Security auditing E £ nedes

" Bus security B [ ofss220137Node01( tinas)

[ Envirenment
[ System administration
[#] Users and Groups

(& Monitoring and Tuning
[+ Troubleshooting

[#] Service intagration

f UDDL

Ll ——

2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.
The following screen is displayed.

* | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q Search

WebSphere., Help | Logout

————————————— Cell=0fs5220137Node01Cell, Profile=AppSrv0 1 Close page
| View: Al tasks -
SSL certificate and key management
B Welcome
- - 55L certificate and key management > Manage endpoint security configurations > ofss220137Node01 Field help
[+] Guided Activities
For field help inform
5 Servers Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as a call, node, server, or cluster, select 2 field label
— marker vhen the h
& Applications cursor is displayed.
[ Servicas .
General Properties Related Items Page help
[ Resources Name R More information =
ssL
S5L this page
= Security |DF§5220137N0|:|EU[ \ configurations
" Global s=curity " py
- Direction hamic
ecurity domains eutbound
B Administrative Authorizatien Groups |lnbnund ‘ endpoint S5L
B 550 centificats and key management sonfiourations
B Security auditing Specific S5L configuration for this endpoint ¥ Key stores and
" g, i certificates
e s=cun S5L configuration
& Environment Update certificate alias list | Manage certificates ¥ Key sets
- " Key set aroups
5 ST Certificate alias in key store "
Key managers
[ Users and Groups
¥ Trust managers
Menitering and Tuni
&) Monitoring and Tuning B Cortificate
[ Troubleshoating Authority (CA
: B client
|7 SIS TEL R configurations
[ UDDI

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias
list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’
and save the settings.
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1.9

You can view the settings under ‘Inbound’.

WebSphere.

‘ View: All tasks

" Welcome

[ Guided Activities
[ Servers

[ Applications

[ Services

[ Resources

= Security

= Global security

B security domains

Administrative Autherization Groups

n
¥ 550 certificate and key management
¥ Security auditing

n

Bus security
(% Environment
[+] System administration
[# Users and Groups
[# Menitoring and Tuning
[# Troubleshooting
[# Service integration

[# UDDI

Cl —T—

Cell=0fs5220137 Node0 1 Cell, Profile=AppSrv01 Close page

SSL certificate and key managamant

S5L certificate and key management > Manage endpoint security configurations Field help
For field help information,
Displays Secure Socksts Layer [SSL) configurations for selacted scopes, such as a call, node, server, or cluster. selact  field label or list
F— marker when the help
Local Tapolegy cursor is displayed.
Page help
E Inbound More information about
B ofss220137Hode01Cell this page
B[ nodes
§ ofz=220137Node01 (NodeDafaultsS Sattings)
B outbound

B ofss220137Hode01Cell

odeDefsultSSLS5ettings)|

5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.

Protection Quality

1. Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER

CONFIG}.
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WebSphere Integrated Solu.. *

| 46 | @ https:y/ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

v ¢ | | Q Search

-2 = I T

WebSphere.

‘ View: All tasks

B Welcome

[+ Guided Activities
[ Servers

[+ Applications

[ Services

[ Resources

=) Security

 Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[ Environment

[+ System administration
[ Users and Groups

[ Menitoring and Tuning
[ Troubleshooting

[ Service integration

& UDDI

SL certificate and key management

Cell=0fs5220137 Nogde0 1 Cell, Profile=AppSrvO1

i > NodeD:

S5L certificate and key management > S5L confi

Defines a list of Secure Sockets Layer (S5L) configurations.

@- #- B =

Help | Logout

Close page

rver certificate alias

Default dient certificate alias

Management scope

[teel)sofss220137N0d=01Celli(nade) iofss220137Hode 01

Gel | P ri - .
ners Tropertes Additional Prop:
#* N
=me " Quality of
|NDdEDEFEu|tSSLSEﬂ:ngs protection (QoP’
settings
Trust store name ¥ Trust and ke
Trust ang key
[ ModeDeteultTruststore {(cell):ofss220137ad=01Cel: {node) ofss220137Nede01) [ manogers
| |
Keystore name %
Get izl propertiss
[ HodaDatautkaystors ((call)tofsz220127Noda01Callt(nods):ofss220137Noda01) Dﬁl
Related Items

" Key stores and
certificates

2. On the right side, click ‘Quality of protection (QoP) settings’. The following screen is

displayed.
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r B g T L BN LN SEEEE SRRl B R R T By

| WebSphere Integrated Solu.. x | 4

(' @ https://ofss220137.in.oracle.com:2043/ibm/ console/secure/securelogen.do @ || Q Search ﬁ E ¥+ @ 4 @' |- .

| View: All tasks SSL certificate and key management

Welcome 55L certificate and key > 551 configurations > NodeDefault551 Settings > Quality of protection

i ! pa—— Field help
Guided Actiities (oP) setting For field help information,
— Spacifies the sacurity lavel, ciphers, and mutual authentication settings. oot 5 o e

. General Properties marker when the help
Applications cursor is displayed.
e — Client authentication

Hone Page help

More information sbout
Protocol this page

=) Security
SSLTLS H Command Assistance

Global security

Security domains

Resources

Wiew administrative

Provider —
Administrative Authorization Groups scripting command for last
SSL certificate and key management @  Predefined 1SSE provider action
Security auditing Select provider

Bus security IBMISSEZ ﬂ

Environment

m

) Custom JSSE provider
System administration

Users and Groups
Manitoring and Tuning
Troubleshaoting Cipher suite settings

ervice integration ioher suite grou)
= = Cipher suite groups
Strong n Update selected ciphers

ubDI

Cipher suites
Selected ciphers

- Add =x SSL_RSA_WITH_AES_128_CBC_SHA256 -
SSL_DHE_RSA_WITH_AES_128_CBC_SHAZS6 [ |
<< Remaove SSL_DHE_DSS_WITH_AES_128_CBC_SHA256

SSL_RSA_WITH_AES_128_CBC_SHA
- SSL_DHE_RSA_WITH_AES_128_CBC_SHA -

4 n

[ Apply || OK || Reset || Cancel -

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.
4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making

the changes.

/I New Changes

Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default
password is ‘WebAS'.

SSL port information is available in the following screens.
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View: 41l tasles - 1[I0 Contairer &
1 Stact componunts s nweded Sattings [
B walcome ) Ao e il g s B Containet Servtes Fiald halp
4 Guided Actronies ¥ Business Process For fiald halp informatian,
= Servens Sarvicas welect a field label or st
server-specific Application Settings bl whih the halp
= Server Trpes i cursar is displayed.
B webtpbere applicatisn sercers —
T G B * Loatalled aplications Page help
B ek servers Horg inlormetion sbuut
e Server measaging this cege
& Applicacions.
L
&t 5 EREEARING 4N0NeS
Meszaging enging
& Ravources inbound tansporty
1 Scariy ¥ wasghare MO link
1 Emvirgamant
¥ 518 service
& Eystem admisistratan
L A
% Manitoing aec Tesing @ tavn ad Brocass
& Troubleshocting Managemant
& Senvice intsaration 1 Administration
@ voor ® inva 505
Crummmunis atioes
(] ol
b Measaging
¥ Communicasicns
f==t
Perlurmanc e
" Bafprmance
Mgritgring
- s ‘

Click ‘Ports’. The details are displayed as follows.

.\(- Y L T —— v e A search
Melp | Loqout
.
| Viaw: Al tagks - Lommunications
B walsams o]
e A ! Port Hame Pt | Datal
iy DOCTSTRAP ADDALSS 2003 |
ST SOAP_CONNCCTOR ADDRESS ooe0
® WebSghere application sarvers
B waksphars MO sarers ORE LISTEHER ADDRESE 9100 |
B Web servers BAS_SEL_SERVERAUTH_LISTENER_AUUKESE | 9401
U Apscanisng CSIV2_SSL_SERVERALITH_LISTENER_AUUMESS | 9au3 |
W - CSIV2_S5L_MUTUALAUTH_LISTENER_ADDRESS| 5402 |
i Dy WE_adminhnst 060
| Wl aulthest s0an |
ey =
= = | DCS_UNICAST_ADDRESS 3353
WC_sdminhost_secure 3043
&l Eystem administration min|
WC detaulthast secure 3443
1 Users and Groups _detaultha
— SIP DEFAULTHOST 5050
4 Manitering and Tuning | =
s 1P _DEFAULTHUS | _SECURE el
bl Traubleshaating = i |
e — S1B_ERDPULNT_ADURESS rare
11 Tervice integration |
e S18_ERUPOLNI_SECURE_AUOKESS rage
[ Uzl 1
S1B_MQ_ENDEOINT_ADDRESS =358
S1R_MI_FRIECINT_SFOUIRE_ANDRFSS 7R
| 1RC_COMNFETOR_ANDRFSS 2633
| OVERLAY_UDP_LISTENER_ADDRESS 11003
| OVERLAY_TCP_LISTENER_ADDRESS 11004
& Messaging
Bg Enablad [cen)
Pertormance
' saoaitey frmany =
£ N — L& e ——— i —————————— k
—————
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2. Creating Resources on Websphere

2.1 Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

2.2 Creating Queues on Websphere MQ Server

The process of creation of queues on Websphere is explained under the following headings.

2.2.1 Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:

1. Start MQ server console.

& 1M WabSphera M Cxplorer &
e Wndow bl

L. M0 Exeploee - Brvigatoe
BT e vrotero v
Chsbue Manager

(5 Gummsm Marusgar Chsctars

(2 M5 Administoned Obijects Welcome to MO Explorer
12 Servioe Defintion Reposhones
T M Explorer et

resnmces, such e queuss, chisnneks, ard bntaners.
ey o P Faborer.

Hasip on M0 Explorer icons

90 Kepower Praferances.,,

Queue manager icons

e Mgt viven o il ke o o

I Lol quomam swagen; rurvareg deed coreomctond L MG Explorer
& Local ques manager; ruring b deconnecbed (rom MQ Explorer
' Locsl queus mansger; stopped and deconnacted from MO Explorer
[l Remote quene mansger: connected be MG Explorer
Premate quews manager; decornected from MO Explorer
! Local nueun manager; runring o standby and dronnecked froe MG Explorer

2. Onthe left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:

2-1 ORACLE



|4 i WebSphere MO Explorer

e Window Help
i M o - Navigation { €3 7 7 01| @ Mo oplonss - Cortark 1 4l |
| = © mrwebiohon |

Queus Managers

+ Boradard for Crnue.
M Aty A RS Gttt Manaes.. Flor: Seorehird for G Horogers
i garvce et I TSN e norag, . Command evel | Quens manager stahus  Phtform | Queve shanng group. = e
Tests b mame  Deadletior queus  Desription ]
Sats .

‘Shewef¥de S Managess., |

€
Scheme: Stardard for Queus Managers.
Larst updabed: 16:47-03

The following screen is displayed:

4p Create Queue Manager, |:.®

Queue Manager

Enter basic values

Queue manager nane: | QM_DDHPOSZ20 |
[]3ake this the default queue manager:

Default transmission quee: | |

Dead-letter queue:

Maz handle limit: | 256 —
Trigger inkerval: | 993939399 -
Max uncommitked messages: | 10000 —

2 = Back Mext = ] [ Finish ] [ Cancel
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3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.

4. Click ‘Next’. The following screen is displayed:

4F Create Queue Manager

Queue Manager

Enter data and log walues

Queue manager name: | OM_DDHPOSZ0

(%) Use circular logging
) Use linear logging

Log file size: (x4KE) | 4095 -
Laq primary files: | 3 3
Log secondary files: | 2 2

Daka and Log paths

Data path: | | Browse, .
Log path: | | Browse. ..
':':’:' < Back ][ Mext = ] I Einish l [ Cancel
5. Click ‘Next'.

The following screen is displayed:
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4F Create Queue Manager

Queue Manager

Enter configuration options

Queue manager name: | OM_DDHPOSZ0

Skart queue manager after it has been created
Mulki-inskance Queus Manager:
[ ]Permit a standby instance

Select bype of queue manager startup
G} Autamatic

() Service {manual)

() Inkeractive {manual)

Configures the queus manager to skart automatically when the machine starts up,

Create server-connection channel to allow remokte administration of the gueus
manager owver TCP/IP
[]create server-connection channel

| I Einish l [ Cancel

6. Click ‘Next'.

The following screen is displayed:

ORACLE
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4F Create Queue Manager

Queue Manager

Enter listener options

Queue manager name: | OM_DDHPOSZ0

The quewus manager needs a liskener bo manitar for incoming network connections,
For some nebwork protocols,

Create listener configured For TCP)IP

The listener needs to listen on a port number not used by any other queue
manager, service ar application an this computer

Listen on port number: | 1414

| I Einish l [ Cancel

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’. The following screen is

displayed:

2-5

ORACLE



4F Create Queue Manager

Queue Manager

Enter explorer options

Queue manager name: | OM_DDHPOSZ0

Aukoreconnect

Automatic Refresh

Autoratically refresh information shown For this gueue manager

Inkerval (seconds): | 15 — | [ Apply Default

Einish

l [ Cancel

8. Click ‘Finish’. The following screen is displayed:
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* Command; crtmagm -sa -q QM_DDHPOSZ0

ebSphere MO queue manager created,

Directory 'Di\Program Files\IBM ) webSphere MQhgmars\QM_DDHPOSZ0' creat
The Queus Manager ended For reason S45284625 "

exibvalue = 2658455953

< | &

9. Close the message. The following screen is displayed:

4 1M WabSphare M Explorer

& 7 7 O] B W Explorer - Content 55 L =
Quesue Managers
& GM_posposa T
Fiter: Sandiand For Qs Mansger:
2 Quisus Manager Clusters 2 i
5 M5 Adrinisaned Objects o e shatiss . Platforin | Cue-sharie) group nams | CeeaHiettor quous | Doscription | Delnak bind by
13- Service Dafintion Reposhories. B/ oM _porPosz0 m Stogped Windows Shoeed

Scheme: Randserd for Ques Henagers
Last updated: 16:50:2¢
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10. Right click ‘Queue Manager’ and select ‘Start’. The following screen is displayed:

4 1M WebSphere MO Explorer

Fle Window Help

3 o websohers MG

2 e - Navigate i @~=0

B 13 Cophorss - Cortent 11

Queue Manager
Connaction Quickivew:

oo gt
Corvwclin bype

OM_DDHPOS20
Duconnected
Lexal

15
s

Thepped
Snopped

11. Right click ‘Queue Manager QM
displayed:

Start Queue Manager - "QM_DDHPO520™

DDHP0520’ and select ‘Start’

Choose Start Method:
(O} i
() 5kart as service

() start interactive

Mulki-instance Queus Manager:
[CIrermit a standby instance

12. Click ‘OK'. The following screen is displayed:
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o Bt Dt Rngesstormy

Lask et 17:16:07

Progertis Cpudiien:

G rarger v

crenand leosl
bl britmenion uns
Bahp

Laet updabnct 17: 1607

P
Burrieqy

Wk parmmkted

G _porroE

Witk
i

Sabirnali

2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.

4 1M WabSphara M Explorer

L5 M5 Adrritened Objects
15 Smrvicn Didrain Bopandderins.

B 0 Expiorer - Contene i

| Queue Manager OM_DDHPOS20

Cannastion Quickien:

Last updated: 1721607

Seatus Quidkiew:

b MAnARA At
Corenarel server aln
Channel infiatee stahus

Lt upelatend: 17:16:07

Propeetins Quickfiew:

AU IINSZNT Rame
Desariphon

Platform

Cemmmand kel

Def ok transmission gueue
Startip

Last updahed: 17:06:07

Locsl

15
e

]
Ry

il
hiak parmitted

QM_D0eP0E20

Wi
o0
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On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

Fia Window Halp

5 Exphorer - Navistar £ f *

) o0 webshers W3 Queues
= = Queus Managers

= Bl om_coteoszn

= O M3 Explores - Contenk £

Fillor: Sandard for Queuns
p 2

& To= | ST WU
& Subsere Gans. flbas Queue...

B Advancy s y el G,
= Queun Marger 5
45 Admirusterg | DDIACE Authorties b

Quewsbype  Open out count | Open cutput count  Curment queus degth M queus depth P

(5 Service Dfirion Riegestins

The following screen is displayed:

Queue Name should be ALL CAPS, else issue will occur at listener level in WAS.

< New Local Queue

- [BIX]
Create a Local Queue

Enter the details of the object wou wish to create

Mame:

HOTIFY_QUEUE

Select an existing object From which to copy the attributes for the new object.

| S¥STEM.DEFAULT LOCAL, QUELUE

| [éelect... ]
whien this wizard completes, another wizard can be started automatically to create a matching object.
[ 5tart wizard to create a matching IMS GQueus

[ Mext = ] [ Finish ] [ Cancel ]

3. Specify the queue name. Click ‘Next’. The following screen is displayed:
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€ New Local Quevue

Change properties

Change the properties of the new Local Queus

General General

Extended

Cluster Queue name: [ oTIFY_quELE |

Triggering : =

Events QuelLe bype:! | Lacal |

Storage

Statistics Diescription: | moTIFy_quEuE |
Puk messages: |AIIDwed v |
Get messages: | Allowed v |
Default priarity: | 1} —

Default persistence:

Scope: | QUEUE Manager w |

Usage: | Tormal v |

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.

Select ‘Queues’ on the left pane.

4 M WabSphara MO Cxplorer

Bl fndow  tasp
5 10 Explore - fpvigator [ fi - R =] W% 5
= B 1M Wrbispheen MG
= [ Cusue Managers
w Bl op_pespnsin NEW

uews name Qe byne  Open ingut count | Open output counk  Current quews depth  Ma gues d

[ heotiry cueue

b Advarced
(2 Gueun Manager Clisbers
2 35 Administered Objects
(= Service Defratan Repostories

Scheme; Sandard for Queuss - Distributed
Last updited: 16:39:00

5. You can find the new queue name in the list.
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2.3

Creating Queue Manager and Queue using UNIX

Commands

231

2.3.2

2.3.3

234

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

Creating Queue Manager

Change the directory to ‘<Websphere_MQ_HOME>'. Here, ‘Websphere_MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.

Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR'.

Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)
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Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

2.3.5 Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE' is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

2.3.6 Ending MOSC

You can use the command ‘END’ to end the MQSC service.

2.3.7 Creating Bindings

After creating the queues and the channel, you need to bind them using the IMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_ MQ_ HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME' is the
MQ server software installation path.

In this folder, you will find the file ‘TJIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/JNDI

Example
PROVIDER_URL=file: /var/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA_INSTALL_PATH=/opt/mgm/java

export MQ_JAVA DATA_PATH=/var/mgm

export MQ_JAVA_LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mg.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH
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2.3.8

Launch IMSAdmin

8TOP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JMSAdmin.config’ file. Move
to the directory ‘<Websphere_ MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the

figure.

£+ 10.180.196.51 - PuTTY

This will take you to the ‘InitCtx>’ section. Use the following command to create queue connection
factory:

define gcf (<qcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define qcf (fc_gcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>'.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.
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Once this is created, you need to check whether the .bindings file is available in the path given in
‘JMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues
require connection to Oracle FLEXCUBE application. Please refer the document “Resource To be
Created” for queue names list.

You need to create JMS queues for the queues mentioned in the document “Resource To be
Created”.

#  QUEUE name Queus bype | Open input count | Open output count | Current queue depth
[“|DEFFERED_DEST_QUELE o 0 Jo o |
l&=| EL_MOTIFY _DLG Local i i} i}
l=l EL_MOTIFY _REQ G Local a i} i}
l=| EL_MOTIFY _RES_Q Local a i} i}
|=| ELMDE_DLG Local 1] i} i}
l=| ELMDE_REQ_Q Local i i} i}
|z ELMDE_RES_G Lacal a i} i}
l=| EMS_EXTQUEUE Local a i} i}
=) EMS_TMQUELE Local 2 i} i}
l&=| EMS_OUTQUELE Local 1 i} i}
l&=| MDE_QUELE Local i i} i}
|zl MDE_QUELIE_DLC) Local a i} i}
= MDE_QUELE_RESFOMSE Local a i} i}
|z MOTIFY_DEST_GUEUE Local 1] i} i}
l&| MOTIFY_QUELE Local 1 i} i}

l& MOTIFY _QUELUE_DLG Lacal a i} i}
= RTES_INQUELE Local 1 i} i}
l=| SFMS_INGQUELE Local 1 i} i}
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2.3.9 MO Channel Authentication

2.4

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:

Install IBM MQ client in a client terminal.

Open the client MQ explorer.

Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers'.
Click ‘Add’ in the Show/Hide Queue Managers window.

Specify the name of Queue Manager which is created in the MQ server. Click ‘Next'.
Specify the IP address of the IBM MQ server in the Host name or IP address field.

Specify the Port number in which the Queue manager is created in MQ server.

© N o o0 A~ 0w d o

Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

SWEFT on Wicw-ao-21{1404]

o IR WeliSpheen M) 5=
B ey bk
B3 WisbSphers M3 Explorer - Navigator 2 @ - | ighsghets M L - =0
= 0 TEM WebiSphern MG
= (2 Guemm Magmrs Queves
= KB FC_QMER on 10,180, 106 S1(1415) |,._.m Standerd For Quoues
/ Cusm s [cmmtpe | T Cpen gt count | Opmn ot court | Curvent e depth [ P e gt [ Pt mmssages
e EMSIN_CURUE Loest [ ] [} 5000 -
Il EMEOLIT_CUELE Locd Predefined [H] 000 Alowved
) EMGOUT_QUELE LG Lol Pradefined L] 000 Aowed
helFooman Lol Perddedires] [ 000 Bliwree]
el MO Locdl Fredefined [} I Alowred
o ik :‘*m indacation I MOU_QUOE g Locdl Pradefined & R Alwred
Bl o o ol MOB_GUELEE_RESPONSE Loeal Peradedivesd [t Alrre]
i Il MOTIFY_DEST_GuELE Locdl Fredefied ! ]
]
g

N

e
5000
TEST o0 Wichw-a-21{1425) a L) Lxd Preefied 5000 Aliered
bl WihgM gl NOITIFY_CUELE [y Loeal Peedetred ' =0 Aot
st Manager Chusters I RTG5_DEST_CUELE Locd Predefined [] 5000 Alowred
I RTGS_IN_QUELE Lxal Predefied [ 5000 Awred
Il SFHS_DEST_QUELE Loeal Peederred £+ = Aot
I SN e Local Pradefined 000 Alowed
5000

ey SFMEOUT_QUELE Loxdl Prmdediw]
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI needs to be used in data sources, please refer the vendor specific support manual and
make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In'.

3. Navigate to Websphere home page.

WebSphere Integrated Solu... ¥ | +
ps://ofss220137.in.oracle.com:9043/ibm/censole/secure/securelogon.do Search =
@ https://ofss2201: Je.com:3043/ib I logon.d alq @y
Welcome
‘ View: All tasks
Welcome 7 = O | About this Integrated Solutions Console = [
Welcome
8 Guided Activities Integrated Solutions Console, 8.5.5.0
Integrated Salutions Console provides a common administrative console for multiple Bz‘fdg;‘aufnb;.” :;‘531;;5: = o
Serverz products. The table lists the product suites that can be administered through this Build Dat Sjli/ts : E
uild Date: E
il installation. Select & product suite ta view mors information. SO ESTAEE i
LICENSED MATERIALS PROPERTY OF
Services
BM
[— Suite Name Version 5724-108, 5724-163,
. WebSphere Application Server 8.5.5.0 5724-HB8,5724-HB9, 5655-WeS (C) 7
=) Security Copyright Internations| Businass
Global security
Security domains
Administrative Autharization Groups
SSL certificate and key management
Security zuditing
Bus security
Environment
System administration
Users and Groups
Manitoring and Tuning
[# Troubleshaoting
Service integration
upoI
4| 11, b
__ = J/

4. Expand ‘Security’ and select ‘Global Security’. The following screen is displayed.
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v || Q Search

€ ) & httpsi/;

WebSphers..

| View: All tasks

B welcome

[ Guided Activities
[+l Servers

) Applications

i Services

[ Resources

[ Security
[

Global security

Security auditing

Bus security
f# Envirenment

[ System ad:

stration
[#] Users and Groups

[#] Manitaring and Tuning
[#] Traubleshaoting

[ Service intagration

[ UDDI

Administrative Authorization Groups

SSL certificate znd key management

Global security

applications.

Cell=0fs5220137 Nade01Cell, Profile=AppSrv01

| Security Corfiguration Report |

sscurity

" Administrative user roles

Application security

Enable application security

Java 2 security

O

User account repository

Realm name
defaultWIMFileBasedRealm

Current realm definition
Federated rapositorias

Available realm definitions.

~| [ Corfigure... | [ Set es cument

Uss Java 2 security to restrict application access to local resources.

wEa ¥ A A

| Logout

Close page

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all
functions and is used a5 a dafault security policy for user applications. Sscurity domains can be dafinad to ovarrids and customize the security poli

Authentication

[T
Kerberos and LTPA
Kerberos configuration

@ swam (;

Global security

Authenticstion cache settings
@ Web and SIP security
@ RMI/IIOR sacurity

@ Java Authentication and Autherization Service

Enable Java Authentication SPI (JASPI]

Providers

Use realm-qualified user namas

Security domains
External authorizstion providers

Brogrammatic session cookie configurati

Custom properties

5. Expand ‘Java Authentication’, go to ‘Authorization Service’ and click ‘J2C authentication

data’.

The following screen is displayed.

WebSphere..

6.

¥ welcome

(+) Guided Activities
[ Sarvers

[ Applications

[+ Services

[+ Resources

(=) Security

Global security

Security domains
Administrative Autharization Groups
SSL certificate and key

Cell=0fsz220137 Node01Cell, Profile=AppSrv01

Global s=curity

> JAAS - 12C icati

data

Specifies = list of user identities and passwords for Java(TM) 2 connactor security to use.

@ Preferences

Prefix new alias names with the node name of the cell (for compatibility vith earlier releases)

Logout

Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
Mere infermation about
this page

Command Assistance

Visw sdministrati
scripting command for last

Security auditing
Bus security

[# Envirenment

[# System administration
[# Users and Groups

[# Monitoring and Tuning,
[ Troubleshooting

[# Service integration

[ UDDI

sEhxtl Alias &

User ID J

action

You can administer the folloving rescurces

ofs5220137Node01/FC121ASK

FC121ASK

FC121ASK

ofss220137Node01/FCUBS121 DEV

FCUBS121_DEV

FCUBS121_DEV

Totzl 2

Click ‘New'.
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The following screen is displayed.

WebSphere Integrated Solu... %

€ | & hitps://ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do v ‘ ‘ Q Search ‘ B8 3+ A& 48 =-H ‘ =
WebSphere. | Logout
Cell=ofs5220137Node01Cell, Profile=AppSry01 Close page
| View: All tasks
Global security
¥ welcome dhel,
3 . . Field help
BT AR Global security > JAAS - J2C authentication data > New... _ )
For field help information,
@ Servers Specifies 3 list of user idantities and passwords for Java(TM) 2 connector security to use. celect = field abel or list
. General Properties marker when the help
&l Applications cursor is displayed.
¥ Services + Allas
ForTR2 Page help
] Resourcas More infermation about
# User 1D th
is page
(EIE==y [Fermr2 |
B Global securiy Command Assistance
' Security domains # Passvord View administrative
¥ Administrative Authorization Groups [ seripting command for last
M action
SSL certificate and key management Description

¥ Security auditing [Fermr] |
¥ Bus security

] Enviranmer:

'+ System zdministration

] Users and Groups

& Monitoring and Tuning
# Troubleshooting

[ Service integration

[+ UDDI

L ——

7. You need to define the connection properties. Specify the following details.

o Alias

e User ID of the Database

e Password of the Database

e Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link.
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The following screen is displayed.

€ | @ hitps;//ofss220137 in.oracle.com:9043/ibm/console/secure/securelogon.do

WebSphere.

Cell=ofs5220137 Nage0 1 Cell, Profile=AppSrv01 Close page

Global security

B welcome d hel
cats Field help
. rity > JAAS - 12C data
|7 Er e R For field help information,
select a field label or list
marker when the help
cursor is displayad.

 Servers a list of user identities and passwords for Java(TM) 2 connector security to use.

1+ Applications Prefix new alias names with the node name of the cell (for compatibility with earlier releases)

S
B Services Page help
[ Resources More information about
[=) Security [# Preferences this psge
¥ Global security Command Assistance
® Security domains View sdministrative
¥ Administrative Authorization Groups scripting command for last
¥ 551 certificate and key action
B Security auditing Eelstl Alias & User ID & Description
¥ Bus security ¥ou can administer the folloving resources:
¥ Environment ofs5220137Nod201/FC121A5K FC121A5K FC12185K
[#] System administration
ofs5220137Nod=01/FCUBS121 DEV FCUB5121_DEV FCUBS121_DEV
I#] Users and Groups
[#] Monitoring and Tuning N

[ Troubleshosting
[# Service integration
[ UDDI

L F—— 3

3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers'.

€ | @ hitps;//ofss220137.in.oracle.com:9043ibm/consclefsecure/securelogon.do v || Q search

WebSphere.

137 Node01Cell, Profile=AppSrv01 Clos= page
| View: All tasks

108C providers

" welcome
IDBC providars Field help
For fiald help information,

[ Guided Activitias

T Usa this pags to adit proparties of 3 JDBC provider. The JDBC provider objact encapsulstes the spacific IDBC celect = field label or list
driver implementation class for access to the specific vendor database of your enviranment. Leam mere about rmarker vhen the help
[+l Applications t:\s task in 2 guided activity. A guided activity provides a list of task steps and more general information about cursor is displayed.
the topic.
[ Services = temic. age hel
[ Scope: Cell=ofss220137Noded1Cell 2ge help
[l Resources More information about
B Schedulers Scope specifies the level at which the resource definition is visible. For this page
. o .
B Object poal managers detailed information on what scope is and how it works, see the scope command e
©ms sattings halp. Assista
Vview administrative
Joec
= | Cell=ofss220137Node01Cell El = command for last
¥ IDBC providers =| action

" Data sources @ Preferences
® pata sources (WebSphere Applica
Server V4)

[ Resource Adapters

[ Asynchronous baans

[ Cache instances
& Mail
B URL

[ Resource Environment

Scope Deseription

[# Sacurity

[# Enviranment

(%l System administration
[(+] Users and Groups
[(+] Monitaring and Tuning

(+) Troubleshaotin
[ F—— '

3. Select ‘Node’ from the dropdown list.
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Click New, The following screen is displayed:

A C'HO\SEGM‘*

WebSphere,

information
B schedulers

B Object pool managers
[ IMS
5 IDEC

¥ IDBC providers

¥ Data sources

Step 3: Summary

B Data sources (WebSphere Applica
Server v4)

[# Resource Adapters
) Asynchronous beans
[ Cache instances

& Mail

[ URL

& Resource Environment
(1] Security

1] Environment

% System administration
(£ Users and Groups
5] Manitoring and Tuning

# Troubleshoating -

| Cell=ofss220137Node01Cell, Profile=AppSrv01

‘ View: Al tasks =
B welcome
7 Guided Activities Create = new JDBC Provider
&) Servers Step 1: Create new
[ Applications JDBC provider
# Services Step 2: Enter
T Resources database cass path

Create new JDBC provider

Set the basic configuration values of & JDBC provider, which encapsulates the
specific vendor JDBC driver implementation classes that are required to accass
the database. The wizard fills in the name and the description fields, but you
can type different values.

Scope

calls:of=220137Node01Cell:nod 0137Hoda01 1

+ Database type

+ Provider type
Oracle JDBC Driver ﬂ
+ Implementation type

Connectian pool data soures | v |

+ Nlame
[oracle 10BC Drivar

Description

Oracle JDBC Driver

B ¥ A 4 Q #- B E

Help | Logout

Close psge

Field help
For field help infarmation,
select = field label or list
marker vhen the help
cursor is displayed.

n

Specify the following details:

Database Type Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

Connection pool data source

Name FCIS

Description

FCIS JDBC Driver

3-5

ORACLE



6. Click ‘Next’. The following screen is displayed:

WebSphere Integrated Solu... %

[+ Applications

WebSphere.
Cell=ofs5220137 Node01Cell, Profile=AppSrvO1
‘ View: All tasks =
" welcome
[+] Guided Activities Create a new JDBC Provider
[+ Servers

| (' | @ https://ofss220137.in.oracle.com:8043/ibm/ console/secure/secur 7 & ‘ ‘ Q, Search

B ¥ A 4O -0 =

Logout

Help |

Close page

Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi

¥ IDEC providers
¥ Data sources
¥ Data sources [WebSphere 2

Class path:

@ Services Step 2: Enter your JDBC provider. This vizard page displays a default list of jars and allovs you to set the
S Resources LU e Vel cnyiranment variables that define the directory locations of the files. Use complete diractary paths
information when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windovs(R) or
' Schedulers /home/dbZinst1/sqllib/java on Linux{TM).
¥ Object poel managers
H Ms. Entries are separated by using the ENTER key and must not contain path separator characters (such
= IDBC ;" or 't'). If @ value is specified for you, you may click Next to accept the value.

Server V4] ${ORACLE_JDBC DRIVER_PATH}/ojdbcs.jar

[# Resource Adapters
[ Asynchranous beans
[#| Cache instances

[+ Mail

[ URL

[# Resource Environment

[+ Security 5{ORACLE_JDBC_DRIVER_PATH}

Directory location for "ojdbes.jar" which is saved as WebSphere variabla

‘D:Suftmres\hpphcatinn Server\IBM\Webpshere\AppServer\Optionz|Libraries\oracle'JDBCY

[+ Environment

[+ System administration

[+ Users and Groups

_Previous | text | _cancel |

[+ Manitoring znd Tuning

[+ Traubleshooting -

7. Provide the location of ojbc6.jar. Click ‘Next'.
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The following screen is displayed.

(= ——
Irheds1e

B Gehedulers !
B Gibject posl managers | Oacka IDAC Drver
M5
=Jonc
¥ j0gC providers
¥ Purs s

(Class path | £|ORACLE JDBC DRIVER PATH]/ojdbet jar

S{OWAULE JDBC_ UKIVER_PATH} | T 1.0\ébhame_:

¥ {ata sources {WebSphere Agphc
Sererud)

® Rasoerce Adaptars

& Aryachranaus baans
B Caths instances

o Ml

LR

* Resvwrce Enviranment

'+ Bacunty.

4 Emarnmant.

& System adminismrarion
& Users and Greaps

£ m L m J v

WebSphere Integrated Solu... %

| € @ itgsy/ofs220137 i oracle.com083 b console/secure/securclogondo. 7 @ || Q, Searcn %8 3+ & 4 & = - @ =

WebSphere, | Logout

Cell=0fs5220137 Node01 Cell, Profile=AppSnv L Close page
View: Al tas!

105C providers 8 T

B welcome
ided Field help
G Activiti
e e o Messages For fisld help infarmation,
lact a field label or list
P EanE & Changes have been made to your local configuration. You can: select 8 el fabe or IS
marker vhen the help
[+ Applications B save diractly to the master configuration. cursor is displayed.
[# Services B Review changes bafore saving or discarding. Page help
(=l Resources More information sbout
B Schedulers [ The sarver may need to be restarted for thass changes to take effect. this page
B object pool managers

Command Assistance =

Fame IDEC providers View administrative
E1IpeC scripting eommand for last
B 31DBC providers _| | usethis page to adit properties of 3 JDBC provider, The JDEC provider object encapsulates the specific Sction

IDEC driver implementation class for access to the specific vender database of your envirenment. Learn
more about this task in a quided activity. A guided activity provides  list of task steps and more general
information about the topic.

¥ Data sources

¥ Data sources (WebSphere Applid
Server V4)

= Scope: Cell=ofss220137Nede0iCell, 220137Node01, Ser

[ Resource Adapters
Asynehronous be:
] Asynchronous beans Scope spacifies the level st vihich the resource definition is visible. For

[# Cache instances detailed information on what scape is and how it works, saa tha scops

[ Mail settings help.
[ URL
| o 137Node01, Server=serverl B
@ Resource Environment
[+l Security @ Preferences
[# Envirsnment

[+ System administration [%]

[+ Users and Groups

Sem‘"’ ¢ Scope 3 Description
[# Menitering and Tuning me pe ption %

You can administer the folloving resources:
#l Troubleshsoting > '

9. Click ‘Save'.
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3.3.3 Creating Non XA Data Source

Follow the steps given below:

10. Login to the application server administration console.

11. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.

WebSphere Integrated Solu... %

(' @ https;//ofss220137.in.oracle.com:9043/ibm/censole/secure/securelogon.do 'C"||q559m’.‘ | ﬁ B ¥+ @ g @' # |~ . | =

WebSphere. Help | Logout

Cell=0fs3220137 Nod=01Cell, Profile=AppSrvi1 Close page
| View: Al tasks

Data sources

5 welcoms

Field help
- Data sources
Guided Activiti
&) Gui B For field help information,
& Servers Use this page to edit the settings of  datasource that is associated with your selacted JDBC provider. The celact 2 field label o lict
datasourca object supplies your application with connections for accessing the datsbase. Leam maore about marker vhen the hela
[ Applications this task in a guided activity. A guided activity provides a list of task steps and mere general information cursor is displayed.
: about the topic.
£ Services page hel
= Scope: Cell=ofss220127Node01Cell age help
=) Resources Mars information sbout
¥ Schedulers Scope specifies tha laval st which the rasourca definition is visibla. For this page
e detailed information on what scope is and how it verks, s== the scope Command Assistance
FTE sattings help.

View administrative
DBC ipting command for last
=) ‘Cel|=m"55220137NudEDLCEH El seipting command for last
¥ 1DBC providers action

m

B pata sources # Preferences

B para sources (webSphere Applig
Server Va) ‘ —

|| pelete || Test connection || Manage state... |

[+ Resource Adapters

[® Asynchranous beans

[# Cache instances

Sele:t‘ Name % |JNDI name ‘&upe 2 ‘varda & Description & | Category 5
[# Mail
@ URL fon=

Total 0

[ Resource Environment

[ S=curity

[ Envirenment

[#] System administration
/4] Users and Groups
[ Monitoring and Tuning

[# Troubleshaating -

12. Select ‘Node’ from the drop-down list.
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Click New, The following screen is displayed.

WebSphere Integrated Solu..,

| (l | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v | | Q Search ‘ ﬁ | E ‘ ﬁ 4 @v T . ‘ =

WebSphere. | Logaut

Cll=0fs5220137 Node01Cell, Profil==AppSri0 1 Close page
| View: All tasks

B welcome Field hel
p

B Creste a dats sourca For field help information,

¥ Servers select a field label or list

Step 1: Enter basic marker when the help

6 Applications HEerrmes cursor is displayed.
Set the basic configuration values of a datasource for association with your

6 Services 1DBC provider. A datasource supplies the physical connections between the
[ Resources application server and the datsbase.
¥ Schedulers

Requirement: Use the Datasources (WebSphere(R) Application Server V4)
¥ Object pool managers E . console pages if your applications are basad on the Enterprisa JavaBaans(THM)
& IMs database spe (EIB) 1.0 specification or the Java(TM) Serviet 2.2 specification.
properties for the
=/ JDBC
¥ IDBC providers
¥ Data sources
¥ Data sources (WebSphere Applid
Server V4)

Scope

[celisiofes220137M08201C211

+ Data source name
[Feues bs |

[+ Resource Adapters
# JNDI name

[# Asynchronous beans
[jdberfgdevng]

[ Cache instances
[ Mail
[ URL

[ Resource Enviranment
[# Security
[# Environment

[+ System administration

[ Users and Groups
[ Monitoring and Tuning

[# Troubleshooting -

13. Specify the data source name as ‘FCIS DS'.
14. Specify the JNDI name as ‘jdbc/fcjdevDS’.
15. Click ‘Next'.

39 ORACLE



The following screen is displayed.

(l J @ https://ofss220137 in.oracle.com:9043/ibm/consolefsecure/securelogon.do v | | Q Search

WebSphere. | Logaut

———————————————— | | Cell=0fs5220137 Node01Cell, Profil=AppSrv01 Close page
| View: All tasks

Create a data sourca

B welcome 1d hel,
Field help
[+ Guided Activities Create a data source For field halp infarmation,
[# Servers - . " select a field label or list
S ae Select JDBC provider
marker when the help
[ Applications i cursor is displayad.
— information Specify a JDBC provider to support the datasource. If you choose to create
rvices

a new IDBC provider, it vill be created at the same scope as the
= P SO e datacource. If you arae selecting an existing JDBC provider, only those

5 et provider providers at the current scope are available from the list.
Schedulers
¥ Object paol managers Stap ntar
IMS 'jatabft“ stEEtI:E @) Create new JDBC provider
properties for the
= 10BC i
O mEsms i 1iE FauEE @  galect an existing JDBEC provider
¥ Data sources Stap 4: Satup Oracle JDBC Driver -
B Data sources (WebSphere Applid security aliases
Server 4] Select...
=0 Aot Step 5: Summary Derby JDBC Provider
SR s Oracle JDBC Driver (X&)

[# Asynchronous beans : T
@ Cache instances Previous | MNext | Cancel

[ Mail
[ URL

[ Reseurce Environment

[# Security

[# Environmant

[+ System administration
[ Users and Groups
f Monitaring and Tuning

[# Troubleshooting -

16. Select the option ‘Select an existing JDBC provider’. From the drop-down list, choose ‘Oracle
JDBC Driver’ and click next.
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The following screen will be displayed:

datasource.,

Name | value

* URL i cnmcheithin: $10.10.10018

¥ Data store helper class name
Crachal 1g data store halper +

1 Usw this dats soute in container managed penisterce (CMP)

Duta sources (Webbphere Apphicatiss Sarver
il

5 Rassarce Adaprs [ Brevious ] et || conce |

Celint1122007 SNsdaICe ablesFCIS121_TRZ Clese page
Tield help
5 Guided Acxvicins This property comesponds ta the database
7 = = = e attnbute, URL. Spacifies the URL of the
i ey Enter the data source databise froum which the datasource
& Applicarions abtaim conmectioas, such s
# Berviees St these datalase-spuific properties, shich st requiced by the database for thin driver and

wendor JOBC driver tu support the connections that are managed through the

# Asynchrangus beans
& Cache instances
4 il
F AL
H Resource Emannmant
& Bcurity
[} Fvireaman
* Bystem adminstratia
4] Usars wd Broups
& Mpntanag and Tunng
4 Troubleshooting
¥ Sarvica intagration
& uoot

ébeioradaroc B//locathosti1 321 /sample
for thick driver.

17. Specify the URL of the Database

Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV2

the instance name.

18. Select the data store helper class as ‘Oraclel1g data store helper’.

19. Click ‘Next'.

The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed

authentication alias dropdown.
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Field belp

For fiald halp information,
salect a fiald labal or list
macker b the bulp
s i dinplaywd.

Salect the authentication values for this rescurce.
Companent-managed sulhentication alias
ofssdZ007 INodevd/RIEME v
Mapping-condiguration alis

(nane} i

Cantainar-managed authantication allas
otzs220075Ncde0d/RISMS

Note: You can create & new J2C authenticabion akas by accessing one of the folloning
links, Clicking on & link wil cancel the wizard and your current wizard selections wil be

% Rescurce Adaptern logt.

# Agynchronzus baang
& Cache mstances

& mail

o URL

# Resaunce Envirsament
£ Cacuriey
¥ Envirsnmans.
& Gystem adsinistration
% Users and Growgs
& Meaitering aad Tuning
# Trouthashszeing
& Carvice integratics
= uopt

20. Click ‘Next’. The following screen is displayed.

—
WebSphere.

‘ View: All tasks - ‘

Welcome

Guided Activities

Servers

Applications

Services

|= Resources

Schedulers

Object pool managers

IMs

= 1pBC
JDBC providers
Data sources

security aliases

Data sources (WebSphere Application Server Step 5: Summary
Vi)

Resource Adapters
Asynchranous beans
Cache instances
Mail

URL

Resource Enviranment

Security

Environment

Previous

System administration

Cell=0fss22007 5Node03Cell, Profile=FCIS121_ITR2

Close page

Field help
For field help information,

Summary

Summary of actions:

select a field label or list
marker uhen the help
cursor s displayed.

Options Values

Scope cell 75Node03C 75Hode03
Data source name FCIS DS

JHDI name jdbe/fejdevDs.

Select an existing JDEC
provider

Oracle JDBC Driver

Implementation dass name

oracle.jdbe. pool.OradeConnectionPoolDataSource

URL

jdbe:oracle:thin: @10.10.10.10:KERDEVZ

Data store helper class

authentication alias

com.ib dapter.Oracle11gD eHelper
name
Use this data source in
container managed false
persistence (CMP)
SomEcnsr franaosd ofss220075Hode03/R2SMS
authentication alias
Mapping-canfiguration alias | (none)
S PERE ] ofs5220075Hode03/R2SMS

Users and Groups

Monitoring and Tuning

Troublashooting
Service integration

uDDI
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21. Click ‘Finish’. The following screen is displayed.

WebSphere.

‘ View: All tasks

B welcome

[+ Guided Activities
[#l Servers

[# Applications

[ Services

[ Resources

¥ schedulers
B Object pool managers
[# IMS.
[ JDBC
¥ 1DBC providers
¥ Data sources

Server V4)
[# Resource Adapters
[ Asynchronous beans
[+ Cache instances
[ Mail
[ URL
[+ Resource Environment
[ Security
[# Environment
[+ System administration
[# Users and Graups
[# Monitoring and Tuning

[# Troubleshaoting
4

¥ Data sources (WebSphere Applica

n

— Se|e\:t|NamE 2

Help

Cell=ofss220137 Node01 Cell, Profil==AppSr01

= Messages
A\ changes have been made to your local configuration. You can:

B Save directly to the master configuration.

B Review changes bafore saving or discarding.

v The server may need to be restarted for these changes to take effect.

Data sources

Use this page to edit the settings of 2 datasource that is associsted with your selected JDBC provider. The datasource object
supplies your application with connactions for accessing the database. Learn more about this task in 3 guided activity. A guided
activity provides a list of task steps and more general information about the topic.

= Scope: Cell=ofss220137Node01Cell, Node=ofss220137Noded1, Server=serverl

Scope specifies the level at which the resource definition is visible. For detailed information
an what scope is and how it works, see the scope settings help.

‘ Node=ofss220137Node01, Serversserverl B

@ Preferences

| Logout

| Mew... || Delete || Testconnection || Manage state... |

|01 name 5 [scops §

‘Pﬂ:rvid! 2 |D§r_ripﬁun o ‘Cabagury o

You can administer the folloving resources:

Oracle

JDEC

FCUBS DS Node=ofss220137Node01,Server=serverl

Datssource

‘ jdbc/fgdevDS1

1 i,

New JDBC ‘

Close page  »

T T |

Field he
Far field
select 2
marker

‘cursor i

Page he
More inf
this pag

Comma
View sd)

seripting
action

22. Click ‘Save'.

23. Following steps need to be followed only for Non-XA datasources

24. Click on the newly created Non-XA datasource, in our example “FCIS DS”. The following

screen is displayed
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WebSphere.

‘ View: All tasks -

" welcome

¥ Guided Activities
[#] Servers

[+ Applications

[#] Servicas

[ Resources

B schedulers
B object pool managers
[ IMs
[ JDEC
¥ 1DBC providers
" Data sources

¥ Data sources (WebSphere Application
Server \V4)

[ Resource Adapters
[#] Asynchronous beans
[ Cache instances
& Mail
[# URL
[ Resource Environment
[ Security
[# Environment
[+ System administration
[ Users and Groups
[# Monitaring and Tuning

[ Troubleshoating

[#] Servic integration

(i ———

Cell=ofs5220229Node01Cell, Profile=FPCFL

»

Data sources > Default Datasource

application vith connections for accessing the database.

Configuration

T |

Use this page to edit the settings of a datasource that is assodiated vith your selected JDBC provider, The datasource object supplies your

Help | Logout

Close page &

|

General Properties

+ Scope

|ceHs1Df‘ssZZUZBENOdEUlCeH:nodEs:ofssZZUZSBNDdeUllserver'slsarvarl

# Provider

|]DBC Provider

# Name

[Feues ps

JNDI name

[idberfadens

Use this data source in container managed persistance (CMP)

Description

Datasource for the WebSphere Default Application

Category

Additional Properties

Connection pool
properties |

Ll =bsphere)
pplication Serve:

data source

¥ custom
properties

Related Ttems

W aaas - J2¢
suthentication
data

25. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”
is unchecked. Then click on the link “Webpshere Application Server data source properties”

on the right side.
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3.34

v
v
v

‘ View: All tasks -

welcome
Guided Activities
Senvers
[# Applications
Services
= Resources

Schedulers
Object pool managers
[ IMs
B JDBC
JDBC providers
Data sources

Data sources (WehSphere Application
Server v4)

Resource Adapters
[ Asynchronous beans
Cache instances
Mail
URL
Resource Environment
Security
Environment
System administration
Users and Groups
Menitoring and Tuning
[# Troubleshooting
Service intzgration

4| I |

4|

Data sources

connection poal.

Configuration

Data sources > Default Datasource > WebSphere Application Server data source properties

Use this page to set WebSphere(R) Application Server connection management-specific properties that affect a

General Properties

Statement cache size

[o

statements

[T Enable multithreaded access detection

Enable database reauthentication

= O O

Log missing transaction contaxt

Mon-transactional data sourcs

Error detection model

=l

Enable JMS one-phase optimization suppart

7 Use WebSphere Application Server exception checking model

@ Use WebSphers Application Server exception mapping model

Connection validation properties

[T validate new connections
100

3

Close page 4

(S [EEE

Field help

For field help infor|
select = field label
marker when the h
cursar is displayed

Page help
More information &

this page

m

[

26. Select the checkbox “Non-transactional data source”.

27. Click Apply button and Click Save link.

Note the following

e You need to create another data source for Oracle FCIS with the INDI name ‘<Non-XA FCIS
HOST JNDI name>_ASYNC'. For example, if the Oracle FCIS HOST Non XA data source
JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for FCIS with the

JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC) screen, if
you have created a data source for the branch, then you need to create a corresponding
ASYNC data source with the JNDI name ‘<Non-XA FCIS BRANCH JNDI name>_ASYNC'.

Scheduler Data Source configuration

For all the LOB and SMS schema created for FCIS, Equivalent XA data sources are required for

Scheduler with Jndi name as “jndi name of LOB/SMS schema”+ “_XA” (Standard naming

convention)

Example

If there are three LOB schema'’s for FCIS with below jndi names

jdbc/BR1204R1
jdbc/EN1204R1
jdbc/AMC1204R1

3-15

ORACLE




Equivalent Data source setup for scheduler will be

Data source name Jndi Name

BR1204R1_XA jdbc/BR1204R1_XA

EN1204R1_XA jdbc/EN1204R1_XA

AMC1204R1_XA jdbc/AMC1204R1_XA

3.3.5 Testing Data Source

Follow the steps given below:

1. Select the data source as shown in the figure.

WebSphere Integrated Solu... %

(' @ hittps://10.184133191:9043/ibm/console/login.do?action=secure v @ || Q Search ﬁ B 3 @ 4 @' |- . | =
WebSphere, FVIU L Help | Logout
——————— | Cell=0fz5220233| e=FPCFL Close page .
| View: Al tasks - =
TS |
Welcome i hel
Field help
Data sources
Guidzed Activids For fisld help infe
Use this page to edit the settings of a datasource that is associated with your selected JDEC provider, The
Servers select a field lab
datasource object supplies your application vith connections for accessing the database, Learn more about this arker whan the
Applications task in a guided activity. A guided activity provides a list of task steps and more general information about the curser is displaya
topic.
[# Services P page hel
[ Scope: Cell=ofss220239NodediCell, Node=ofss220239Nodell =ge nelp
[5] Resources More information
Schedulers Scope specifies the level at which the resource definition is visible. Far this ozae r
Object pool managers detailed information on what scope is and how it works, zea the scope 5
s Settings helo. Command Assist
View admi i
DBC oting
El | Node=ofs=220233N0de01 El Ecrlpting commar
JDBC providers action
Data sourees L Praferences
Data sources (WebSphere Application |=
Server V4) | New.. || Delete || Testconnection | Manage state... |
Resource Adapters
[# Asynchroneus beans I
Cache instances Select| Name % ‘JMDI name & ‘Scnpe 2 ‘Prm\'der 2 |Ducrrptrnn & | Category
Mail
You can administer the folloving resources:
URL
Resaurce Environment BranchDS jdbe/fjdevDSBranch | Node= 01 Oracle New JDEC
IDBC Datssource
e Driver (X&)
Environment
[#] System administration DSXA jdbe/fcjdevDS XA | Noda=ofss220235Nodel? | Oracle New IDBC
IDBC Datasource
Users and Groups
® & Driver (XA)
Monitering and Tuning
Troubleshaating i
; EPEATCHSTAGE | jdbe/ FPPATCHSTAGE | Node=ofss220239Node01 | NONXA DS | New JDBC
Service integration i e— B
< m K in b

2. Click ‘Test connection’ button.

On successful creation, the following message is displayed.
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WebSphere Integrated Solu... %

(- & https://10.184.133.191:9043/ibm/ console/login.doTaction=secure ve | ‘ Q, Search | B ¥ & A48 TR | ‘

WebSphere. |

Logout
—_——————— | Cell=0fs5220239N0ode01Cell, Profile=FPCFL Close page .
‘ View: All tasks v| 3
B welcome
oy Field help
G Activiti
slen iuities o Messages For field help infe
[ Servers ) ) select = field labe
[} The test connection operation for dats source BranchDS on server serveri at s vhen thel
@ Applicazions node ofss220233NadeD1 vms successful. corsor ia diaplaye
Services
il Page help
- Resources Data sources More information| &
0 sdrtii=m Use this page to edit the settings of = datasource that is associsted with your selected JDBC provider. The this page
0 Eipmpedmes datasource objact supplies your application vith connections for accessing the database. Learn more about this Command Assict
- task in = quided activity. A guided activity provides = list of task steps and more general information about the Ass
topic. View administrati|
= JDBC scripting commar|
B 106G providers = Scope: Cell=ofss220230Node01Cell, Node=ofss220230Nede01 ~ction
| |
= o g L Scope spacifies the laval st which the resource definition is visible. For
(Bie s (A e | detailed information on what scope is and how it warks, see the scope
Server V4)
settings help,
[# Resource Adapters
@ Asynchranous beans [ Hode=of=s220238N0den1 -]
[# Cache instances
p— 3 Prafarances
B URL | Mewi.. || Delete || Testconnection || Manage state...
[#] Resource Environment
4] Security
B Sele\:t‘ Name 3 |JNDI name & ‘Smpe g ‘inl'de' g |D.=_-=m'ptron o Category O
S o You can administer the folloning resources:
T e et BranchDS jdbe/fcjdevDSBranch | Node=ofss220239Nade01 | Oracle Hew JDBC
JoBC Datasource
[ Manitaring and Tuning Driver (XA)
[ Troubleshooting .
[# Service integration - DSXA jdbe/fojdevDS_XA Node=ofss220228Node01 | Oracle Hew JDBC -
‘ ! K m v
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3.3.6 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers'. The following screen is displayed.

WebSphere.

‘ View: All tasks

Cell=ofs3220137 Node0 1 Cell, Profile=AppSnv01

B welcome
[+ Guided Activities
[+ Servers
[ Applications
[ Services
[ Resources
¥ schedulers
B Object pool managers
[H IMs.
= JDBC
= IDBC providers

¥ Data sources
B Data sources [Web!

h

IDBC providers

JDBC providers

the topic.
= Scope: Cell=ofss220137Node01Cell
Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, see the scope
settings help.

[ celi=afss220137Nod=01Cel

m

[# Prefersnces

Use this page to edit proparties of 3 JDBC provider. The JDBC provider object encapsulstes the specific IDBC
driver implementation class for access to the specific vendor database of your environment. Learn more about
this task in a guided activity. A guided activity provides a list of task steps and more general information about

Close page

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View administrative
scripting command for last
action

Server WVd]

[# Resource Adapters

[# Asynchronous beans

[® Cache instances

[# Mail

[H URL

[#] Resource Environment
& Security
[+ Enviranment
[# System zdministration
[l Users and Groups

[+ Manitaring and Tuning

[+ Troubleshasting
4

= Applica

~

Scope 3 Description -
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3. Select ‘Node’ from the drop-down list and click ‘New’ button. The following message is
displayed.

WebSphere. Help | Logout

————————————————— Close page
| View: All tasks
: belp m |

B welcome

Field help

£ Guidad Activities Create & new JDEC Provider For fiald help infermation,

Se - select a field lsbel o list
 Servers oo b, Create new IDBC provider marker when the help
1 Applications HEEDEEERY cursar is displayed.
= Set the basic configuration values of a JDBC provider, which encapsulates the
] Services Step 2: Enter specific vendor JDBC driver implementation classes that are required to access
= Gemrs SR e the database. The wizard fills in the name and the description fields, but you

information

can type diffarent values.
= Schedulers

¥ Object pool managers Scope
[ IMS. ‘cel\s:afssZZU13?NodeU1Ce\|:nodes:ofsszZUlB?NadeUl:server's:serverl
IDBC

+ Database type

Oracle

¥ JDBC providers

¥ Data sources

¥ Data sources (WebSphere Applica

Server va) + Provider type

Oracle JDBC Driver H

+ Implementation type

[# Resource Adapters
[ Asynchronous beans
[ Cache instances

& Mail

[# URL

[ Resource Environment

XA data source

# lName
[oracle 10BC Driver (xa)

Description

[# Security
Oracle JDEG Driver (XA)]

[ Environment

[+ System administration

[ Users and Groups

[ Monitoring and Tuning

# Troubleshooting -

4. Specify the following details:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | XA data source

Name FCIS Oracle JDBC Driver (XA)

Description FCIS Oracle JDBC Driver (XA)
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Click next, the following message is displayed.

WebSphere.

View: All tasks

¥ welcome

(#] Guided Activities
[# Servers
[+ Applications
[# Services
[ Resaurces
¥ schedulers
™ Object pool managers
[ IMS
[ JDBC
® DBC providers
¥ Data sources

B Data sources (WebSphere Applical
Server 4}

[ Resource Adapters
[#] Asynchronous beans
[ Cache instances

& Mail

[ URL

[# Resource Environment
[#] Security
[+ Enviranment

[+ System administration

[#l Users and Groups
[# Monitoring and Tuning

#] Troubleshoating

N —

Step 2: Enter
database class path
information

Class patl

Set the class path for the JDEC driver class files, which WebSphere(R) Application Server uses to define
your JDEC provider. This wizard page displays a default list of jars and allovs you to set the
environmant varisbles that define the directory locations of the files. Use complete directory paths
when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windovs(R) or
/home/dbZinst1/sqgllib/java on Linux(TM).

Entries are separated by using the ENTER key and must not contain path separator characters (such as
. 1f 2 valus is specified for you, you may dick Next to accept the valus.

| Logout

${ORACLE_IDBC_DRIVER_PATH}/ojdbe6 jar

Directory lacation for "ojdbe6.jar” which is saved as WebSphere variable
${ORACLE JDEC DRIVER PATH}

[m Files\IBM\WebSphere\AppServer\optionalLibraries\Oracle'jdbe|

_Fravious | next | cancal |

TCHQEeurth

WebSphere,

View: All tasks

1

B welcome

|+ Guided Activities
[# Servers
[# Applications
4 S=rvices
[=] Resources
B schedulers
B Object pool managers
[H IMsS.
[=JDBC
¥ IDBC providers
¥ Datz sources

B Data sources (WebSphere Applical
ServerVd)

[#] Resource Adapters
[# Asynchronous beans
[+ Cache instances

[ Mail

[ URL

[# Resource Environment
[# Security

[+ Environment

(% System administration
[#] Users and Groups
[+] Manitering and Tuning

[#] Troubleshooting

Help | Logout

Create a new IDBC Provider For fial
salect =
marker
cursor i

Summary of actions:
RS NONRERST | Options Values
infarmation
Scope cells:ofss220137Node01Cell:nod 0137Node01 1
Step IDBC provider name Oracle JDBC Driver (XA)
Description Oracle JDBC Driver (XA)
Class path ${ORACLE_IDBC_DRIVER_PATH}/ojdbcs jar
${ORACLE_JDBC_DRIVER_PATH} | Ci\Oracle\app\sarrathi\product\12.1.0\dbhome_1\jdbe\lib\ojdbe.jar
Implementation class name | oracle jdbe.xa.client.OracleXADataSource
st |
m 3
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6. Click ‘Finish’. The following screen is displayed.

WebSphere Integrated Solu.. *

| € | @ nhitps//ofss220137.in.oracle.com:9043/bm/console/secure/securelogon.do v & || Q search

WebSphere.

a| Cell=ofs5220137 NodeO1Cell, Profile=AppSrv01

—_———— Close page &
‘ View: All tasks il

5 welcome

S Field help
(¥ Gui ctivities [ Messages For field help information,
[+l Servers

select a field label or list

& Changes have been made to your local configuration. You can: marker when the help

[ Applications B Save directly to the master configuration. cursor is displayed.
[ Services B Review changes before saving or discarding. Page hel

= age help
[ Resources More information about

B Schedulers & The server may need to be restarted for these changes to take effect. this pags

B Object posl managers
[# JMs.
= JpBC

¥ 1DBC providers

¥ Data sources

Command Assistance
JDBC providers View administrative

scripting command for last

Use this page to edit properties of 2 JDBC provider. The JDEC provider object encapsulates the specific JDBC n

driver implementation class for access to the specific vendor database of your environment. Learn more about
this task in a quided activity. A guided activity provides = list of task steps and more general information
about the topic.

¥ Data sources (WebSphere Applica
Server v4)

[ Rescurce Adapters [zl Scope: Cell=ofss220137Node01Cell, Node=ofss220137Node0l, Server=serverl

Asynch b

[ Asynchronaus beans Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope
# Mail settings help.

[ URL

[# Resource Enviranment

[ Cache instances

| Node=ofss220137Node01, Server=serverl |z|

[# Security @ Preferences

[#] Environment

[+ System administration

[+l Users and Groups

Se\e:t|ua & |5m & ‘Dam A
(4 Manitoring and Tuning me v pe ption &

e i *ou can administer the folloving resources:
raubleshosting

[ v | Derby JDBC Provider |Nude:ufsszzu137Nudeu1,5erver:server1 ‘ Derby embedded non-XA
=

7. Click ‘Save'.
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3.3.7 Creating XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.

" | @ https://ofss220137.in.oracle.com:3043/ibm/ console/secure/securelogon.do

WebSphere.

Cell=0f53220137 Node01Cll, Profile=AppSrvi1 Close page
| View: All tasks

Data sources

B welcome bl
Field help
Data sources
Guided Activit
2T ities For field help information,
© Servers Use this page to adit the sattings of a datasource that is associsted vith your selected JDBC provider. The salact = fiald label or list
datasource object supplies your application with connections for accessing the database. Learn more about this marker when the help
& Applications task in a quided activity. A guided activity provides a list of task steps and more general information about the cursor is displayed.
topic.
? s 4 pace hel
[ Scope: Cell=ofss2201237Node01Cell age help
[=J Resources More information about
B Schedulers Scope specifies the level at which the resource definition is visible. For this page
B Object pool managers deta.ilad information on what scope is and how it works, see the scope Command Assistance
e settings help. Ass

View administrative

JDBC cripting command for last
o ‘CEH:DfssZZOlE?NDdEUICe” |Z| seripting command for last
5 IDEC providers action

¥ Data sources

m

# Preferences
¥ Data sources (WebSphere Applica
Server V4) | Hew

|| Delete || Test connection || Manage state... |

[ Resource Adapters

[ Asynchronous beans

# Cache instances

Select|l\lame & |JNDI name 3 ‘Soupe ) ‘Dn:vw'der 2 Dascription J; | Catagory 2+
[ Mail
None
[ URL
[ Resource Environment Tatal 0
[# Security

[# Environment

[# System administration
] Users and Groups
[ Manitoring and Tuning

[ Troubleshoating %
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3. Select ‘Node’ from the dropdown list and click ‘New’ button. The following screen is
displayed.

WebSphere.

‘ View: All tasks

¥ welcome

[+ Guided Activities
(%] Servers

[ Applications

[# Services

[ Resources

¥ Schedulers
B Object pool managers
[ IMS
=/ IDEC
® 1DBC providers
¥ Data sources

¥ Data sources (WebSphere Application
Server v4)

¥ Resource Adapters
[# Asynchronous beans
[# Cache instances
[ Mail
[ URL
[# Resource Environment
[#] Security
[+ Environment
[+ System administration
[+ Users and Groups

[ Monitoring and Tuning

T

4,

data source

Create a data source

Step 1: Enter basic
data source
information

St Selact 1DBC
provider

Step 3: Enter
database specific

properties for the
data source

Step 4: Setup
sacurity aliases

Wext | cancel

Cell=ofss220137 Nede0 1 Cell, Profile=AppSrv01

Close page

Field help

For field halp information,

Enter basic data source information

Set the basic configuration values of a datasource for association with your
IDBC provider. A datasource supplies the physical connections between the
application server and the database.

Requirement: Use the Datasources (WebSphera(R) Application Sarver va)
console pages if your applications are based on the Enterprise JavaBeans(TM)
(EJB) 1.0 specification or the Java(TM) Servlet 2.2 specification.

Scope

[cells:ofss220137Node01Cal:nodes ofss220137 Node1 isarvars:servert |

# Data source name

select a fisld label or list
marker when the help
cursor is displayed.

[Feues o=

# JNDI name

[iebe/fgschedulerns

4

Specify the following details:

Data source name

FCIS Scheduler Data source

JNDI Name

jdbc/fcjSchedulerDS

3-23

ORACLE



Click next, the following screen is displayed.

WebSphere Integrated Solu... %

(- @ https://ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do

WebSphere.

| View: All tasks

B welcome
[+ Guided Activities
[#l Servers
# Applications
[# Services
[l Resources
9 Schedulers
B Object pool managers
[ IMs
[ IDBC
¥ 1pBC providers
¥ Dara zources

¥ Dara sources (WebSphere Application
Server Vd)

[ Resource Adapters
[ Asynchronous beans
[#] Cache instances
) Mail
[ URL
[ Resource Environment
[ Security
[#l Environment
[+ System administration
[#] Usars and Groups
(¥l Monitaring and Tuning

¢l Troubleshosting

m

Cell=0fss220127Node0 1 Cell, Brofile=ppSrvD1

Create a data source

Create a data source

S L= Select JDBC provider
data source
information Specify 3 JDBC providar to support the datasource. If you choose to create
= new JDBC provider, it will be crested at the same scope as the
datasource. If you are selecting an existing JDBC provider, only those

providers at the current scopa are available from the list.

Step 2: Select JDBC
provider

() Crasts new JDBC provider
CEs s e

wEE s @ Selact an existing JDBC provider

Oracle IDBC Driver (xA) | 7]

Step 4: Setup
security aliases

Previous | Mext | Cancel

Help | Logout

Field help
For fisld help information,
select = fild label or list
marksr when the help
cursor is display=d.

5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCIS Oracle JDBC Deriver
(XA)’ from the drop-down list and click next. The following screen is displayed.

= Schudslers

M8

Sehwes Agplication Server

B Ranzarca Adaptans
B Arynchrescar basss

i Cache instancar

ol
Eum
* Ressarce Ervirmament

1 Groves
= S5L cerdifizate and key marapemenr

Fruld bl
Create 3 data sourte This

ohesnn con

St these database-spentic properties, which are required by the database

proparty coraspands tn the database
afEnbuts, LIBL, Speckes the LEL oF the
databane from which tha datascorce

h s
ibezaracle:thin: g /lacalhast: 1573 aample
Fox e doar and

wwandor JOEC driver to swpport the connactons that are the
detarcurze. fior thick detvar.
AL [Mbcinracie: thnig10.10.10.1

¥ Gata store helgar clats name.
Oraclellg data store

I use this data sourte in container masaged persistance {CHR]

6. Specify the URL of the Database
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Uncheck “Use this data source in container managed persistence (CMP)”
Example

jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV2 is
the instance name.

7. Select the ‘Data store helper class’ as ‘Oraclel1g data store helper’.

8. Click ‘Next’. The following screen is displayed.

Select user alias from Authentication alias for XA Recovery, Component-managed authentication
alias and Container-managed authentication alias dropdown.

o
WebSphere. =511

View: All tasks A ‘

welcome
[#] Guided Activities
[#] Servers
# applications
[#] Servicas
=] Resourcas
Schedulers
Object pool managers
IMs.
E1peC
IDEC providers
Data sources

Data sources (WebSphere Application Server
V)

[ Resource Adapters
& Asynchronous beans
[ Cache instances
[ Mail
B URL
[# Resource Environment
(=) Security
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security
[#] Environment.
[# System administration
[# Users and Groups
[# Monitering and Tuning
[# Troubleshooting
[ Service integration
[# uobt

Cell=ofs522007 SNode03Cell, Profile=FCIS121_ITR2

Creats = data source

Step 1: Enter basic Setup security aliases

Select the authentication values for this resource.
Authentication alias for XA recovery
ofss220075Node03/R2SMS ¥

Component-managed authentication alias
ofss220075Node03/R2SMS ¥

Step 4: Setup Mapping-configuration alias
security aliases (none) -
Container-managed authentication alias
ofss220075N0de03/R25MS ¥

Note: You can create a new 12C authentication slias by accessing ona of the folloving
links. Clicking an a link vill cancel the wizard and your current wizard selections will be
lost.

Global J2C authentication alias
Security domains

Next | | Cancel
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9. Click ‘Next’.The following screen is displayed.

WebSphere Integrated Solu.., %

\ " @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v e ‘ | Q Search
WebSphere. Help | Logout
——————————————————— N
| View: All tasks - =
Help
B welcome
§ . Field help
[+ Guided Activities For field help i
Hservers Summary select 2 field I
: markar vhen t
[# Applications Summary of actions: cursor is displz

¥ Services
Options Values
Res
E ourees Scope |l fs 127Hode01Cell ! f: 20137Nodel1 servers:serverl
B Schedulers oote
¥ Object pool managers soures FCUBS DS =
name
[# IMs
EmTE INDI name jdbe/fejSchedulerDS1
¥ IDBC providers E Step 4: Setup Select an
Step 4: Se o .
B Data sources e erﬁ;negrmac Oracle JDBC Driver (XA)
¥ Data sources (WebSphers Application E
Server V4] Step 5: Implementation

oradle.jdbc.xa.dient.OracdeXADataSource

[ Resource Adapters class name

[ Asynchronous beans

URL jdbe:oracleioci: @10, {KERDEV2
[+ Cache instances Data store
[ Mail helper class com.ibm.websphere.rsadapter.Oracle11gDataStoreHelper
[ URL name
[+ Resource Environment Use this data
source in
f Securiy container
true
[+ Environment manzged
persistance
[+ System administration (cmp)
[+ Users and Groups Authentication
e et alias for XA ofs5220137Node01/FCUBS121_DEV
racovery
[ Troubleshooting - - -
L — A D

WebSphere. | Logout

Cell=0fs5220137 Node0 1 Cell, Profil==AppSrv01 Close page .

Data sources ? - ln

| View: All tasks - T

5 welcome

[ Guided Activities ERTr.
(7 S 8 Changes have been made to your local configuration. You can:
[ Applications B Saye directly to the master configuration.
[# Services B Review changes before saving or discarding. =
= Resources

B Schedulers O The server may need to be rastarted for these changes to take effect.

B Object pool managers

[ IMs -

S Data sources
= JDBC

Use this page to edit the settings of a datasource that is associated vith your selected JDBC provider. The datssource object supplies
your application vith connections for accessing the database. Learn more about this task in & guided activity. A guided activity
orovides = list of task steps and more general information about the topic.

¥ 1DEC providers
¥ Data sources

B Data sources (WebSphere Application
Server W4) = Scope: Cell=ofss220137Noded1Cell, Node=ofss220137Nodel1, Server=serverl

[# Resource Adzpters
Scope specifies the level at vhich the resource definition is visible, For detailed information

Asynch be
(VeI S on what scope is and how it works, see ths scops settings help.

[ Cache instancas
& Mail | Node=ofss220137Node0l, Server=serverl |Z|
[# URL

[# Resource Environment

& Preferances

e | mew... || Delete || Testconnection | Managa state... |

[# Environment

[+ System administration

SEIE\:t‘Mame & |JNDI name 5 |Soupe 2 |Druvider 5 |Dau—iptiun e ‘Cabegury )
Users and Groups
= & - You can administer the following resources: -

4 n 3 4 n 3
— — e s
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10. Click ‘Save’.

3.3.8 Testing Data Source

Follow the steps given below:

1. Select data source as given below.

WebSphere Integrated Solu., %

\S} 3 @ hitps//of=:220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v @[ Q search TBa 4 A 4@ #-B
WebSphere, Help | Logout
‘ —————————————— P A
View: Al tasks =
== M ‘ Node=ofs5220137Noda01, Servar=servarl .
B welcome
@ Preferences F
[+ Guided Activities E
= | Wem... || Dalate || Testconnection | Manage state... | .
"
[+ Applications o
(7 FEED 5e\ect|uame 2 ‘JNDI name & |5mpe 2 ‘ Provider ‘chn'ption 2 | Category & P
(= =R You can administer the folloving resources: v
L] H
5 Scheculers FLEXTEST.WORLD | FLEXTEST.WORLD |Node=cfss220137Node01,Servar=serverl | Oracle New JDBC
Object pool managers IDEC Datasource c
@ IMs = Driver N
[ IDBC <
¥ IDBC providers POSSTEST.WORLD | POSSTEST.WORLD | Node=ofss220137Node01, Server=serverl | Oracle New JDBC 2|
¥ Data sources JDBC Datasource
¥ Data sources (WebSphere Application Driver (XA)
Server V)
[# Resource Adaptars
[ Asynchronous beans foscheduleDs | jdbe/f D | Node= 137Node01,Server=serverl  Oracle New JDBC E
[ Cache instances L2 Boizmzme
Driver (XA)
@ Mail
[ URL
[ Resource Enviranment fridevDS jdbe/fdevDS Node=ofss220137Nodel1, Server=serverl | Oracle New IDBC
. IDBC Datasourca
i Security Driver (XA)
[# Environment
[# System administration
Total 4 L
[# Users and Groups i -
« n K m 3

2. Click ‘Test connection’ button. The following screen is displayed on successful creation.
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3.4

3.4.1

WehSphere-f
‘ View: All tasks -
welcome

Guided Activitizs
Servers
Applications
Services
[ Resources
Schedulers
Object pool managers
IMS.
[ IDBC
JDBC providers
Data sources

Data sources (WebSphers Application
Server V4]

Resource Adapters
[# Asynchronous beans
Cache instances
Mail

URL

Resource Envirsnment
Security
Environment
System administration

Users and Graups

n

b

-

Cell=0fs5220137Node01Cell, Profile=AppSrv01

Data sources T

wE ¥ A4S ¢ B

Help | Logout

Close page .

[= Messages

[} The test connection operation for data source fgSchedulerDS on server servert at node

ofss220137Node01 vas successful.

m

Configuration

Data sources > fcjSchedulerDs
Use this page to edit the settings of a datasource that is sssociated with your selected JDBC provider. The datasource object supplies your

application vith connections for accessing the datsbase.

|

General Properties

Additional Properties

# Scope

|:e”s:DFssZZDLE?NOdEDICEH1nudes:0F55220137N0deﬂllser\rers:sar\rerl

# Providar

[oracte 10BC Driver (xa)

#* Name

[feischedulers

JNDI name

[idbe/fgSchedulerns

Related Items

L T—

LU

Creating JMS Resources

Creating Queue Connection Factory

Follow the steps given below:
1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console

Eg: https://10.10.10.10:1010/console

Connection pool
properties
WebSphere

Application Server
dats source

properties
Custom
properties

In this example, 10.10.10.10 is the machine IP address on which Websphere is running. The
following screen is displayed:
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Lk _i HI'.p;:'.’IN‘Um:90-13.f\nm-'cmsole,'lggsnljsp v c' C'. Search B +F & 4 - = -0

WebSphere Integrated
Solutions Console
UseriD:

Pagsword

[ ogn |

Litensed Matenals - Property of 1M (c] Copynight [BM Corp. 1997, 2011 AR
Hights Reserved. 18M, the 1BM loga, ibm.com and Weblphere are trademarks or

arks of [DM or other companies. A current li
available on the Web at ight rademack i

2. Specify the Websphere administrator username and password.
3. Click ‘Log In’.

4. Navigate to Websphere home page.

WebSphere Integrated Solu... %

| (' | @ https;//10.184.133.191:8043/ibm/console/login.doaction=secure

WebSphere. | Logout
1 Welcome
| View: All tasks -
Welcome ED
B weleome
[+ Guided Activities

Integrated Solutions Console, 8.5.5.0 &
(4] Servers multiple products. The table lists the product suites that can be administerad Build Number: gm1315.01 HI

Integrated Solutions Consale provides a common administrative console for

Build Date

i/ 14/13

5 Applications through this installation. Select a product suite to view more information.

. LICENSED MATERIALS PROPERTY OF
£l Services o
[ Resources FLiE T Version 5724-108, 5724-163,
5 Security WebSphere Application Server 2.5.5.0 5724-H88,5724-H8S, 5655-We5 (C) ¥

Copyright International Business
[ Environment

[+ System administration
(# Users and Groups

(% Monitoring and Tuning
[# Troubleshocting

[# Service integration

[# UDDI
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5. Expand ‘Resources’ and select 'JMS’. Click ‘Queue Connection Factories. ‘The following
screen is displayed.

WebSphere Integrated Solu... %

\ é @ https//10.184.133.191:9043 /ibm/ console/login.do?action=secure

WebSphere.
Call=sfz2220239Nade01 Csll, Prafile=FPCrL Clos= pag=
| View: All tazks
Queue connection factories
B welcome
FET e Queue connection factories Field help
For field halp information,
e A queus connection factory is used te create connections to the asseciated JMS provider of the JMS queus celact a field label o list
‘ for p P marker when the help
Applications ;
= Aol [ Scope: Cell=ofss220239Node01Cell cursor s displayed.
Services
= - Page help
= Scope specifies the level st which the resource dafinition is visible. For
ources
detailed information on vhat scope is and how it works, see the scope More information about
B Schedulers settings helo. this page
B Object pool managers
ZaMs [ cell=ofss220235Moden 1Cal -]
B JMS providers
® Connection factories [# Preferances

B Queue connection factories

=

¥ Topic connection factories

B Queues

B Topics

B Activation specifications Se\a:t‘ Name I INDI name Provider { Description Seope
08 None

Resource Adspters
= & Total 0

# Asynchronous bezns

[# Cache instances
[ Mail
[# URL

[ Resource Environment

¢) Security

[ Environment
f) System administration
[¢] Users and Groups

| Manitoring and Tuning =
i

«

6. Select ‘Node’ from the drop down list and click ‘New’ button. The following screen is
displayed.

WebSphere Integrated Solu...

| 4 ) @ hitps;//10.184133.191:9043/ibm/console/login.do?action=secure v e \ | Q search ‘ wE 3+ A& 4 P =~ H ‘
WebSphere. | Logout
Cell=ofs5220239Node01Cell, Profile=FPCFL Close page
| View: Al tasks
Queve connection factories
B welcome
5 Guided Activties Dueue connection factories > Select IM5 resource provider Field help
For field help information,
[#l Servers Seope |cells:ofe=220235Nodan1Cell select a field label or list

marker vhen the help

[ Applications cursor is displayed.

e Select the provider vith which to create the Queue connection factory. The folloving providers support
the selectad resource type and are available at the selected scope. Page help
= Resources More about
B Schedulers this ozee

@ pefault d
 Object pool managers iault messaging provicer

EIMS
B JMS providers

Comneason fzares

Queue connection factories

@ WebSphere MQ messaging provider

Topic connction factories
Quenes

Topics
B Activation specifications
[#1DBC
[ Resource Adapters
[ Asynchranous beans
& Cache instances
) Mail
[ URL

[l Resource Environment

4 Security

[+ Environment

£} Systam administration
£ Users and Groups

£l Monitoring and Tuning 2
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7. Select ‘Websphere MQ messaging provider’ and click ‘OK’. The following screen is displayed.

WebSphere Integrated Solu.. %

e | @ https://10.184133191:9043/ibm/console/login.doTaction=secure

WebSphere.

| View: All tasks

¥ welcome
(4] Guided Activities
[ Servers
(4] Applications
@ Services
=] Resources
B Schedulers
B Object pool managers
EImMs
B IMS providers
Cannection factories
Queue connection factaries
Topic connection factaries
Queues

Topics
B Activation specifications

[# JDBC
[# Resource Adapters
[@ Asynchronous beans
[+ Cache instances
[ Mail
[ URL
[# Resource Environment
[ Security
f# Environment
[# System administration
[#] Users and Groups

[# Manitoring and Tuning

mh =
Step 1: Configure Configure basic attributes
basic attri
Configura the basic attributes to usa for the new WebSphere MQ
messaging provider resource
connection method aina P
# MName
Step 3: Test [NothyDestOCF
connection
# JNDI name
Step 4: Summary [NotfyDestQCF
Description
E HotifyDestQCH
Next Cancel
»

| Logout

Clos= page

Field help
For fisld help information,
sslect = field label or list
marker when the help
cursor is displayad.

8. Specify the following details:

Name

NotifyDestQCF

JNDI Name

NotifyDestQCF

Description

NotifyDestQCF
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Click ‘Next’. The following screen is displayed.

WebSphere Integrated Solu... *

\ (- | @ https://10.184.133191:9043/ibm/console/login.do?action=secure

_C'HQSear(h

WebSphere.

+ Applications
[# Services
=) Resources
¥ Schedulers
® 0bject pool managers
Ems
B IMS providers
Connection factaries
Queue connection factories

Queues

(]
(]
B Topic connection factories
(]
¥ Topics

Activation specifications
[ JDBC
# Resource Adapters
[ Asynchronous beans
4/ Cache instances
[ Mail
B URL
[#] Resource Environment
¥ Security
[£] Environment
4/ System administration

[+ Users and Groups

&l Monitoring and Tuning

‘ View: All tasks -
B welcome

¥ Guided Activities

4] Servers

Step 1: Confi
basic attributes

Step 2: Selact
connection method

Test

Step 4: Summary

CreateWMQIMSResource displayNeme

This vizard creates a WebSphere MQ JMS resource

Decide what information to enter to determine how to connect to
WebSphera MQ

@ Enter all the required information into this vizard

) use a dient channel definition table

Help | Logout

Clase page

Help E

Field help
For field help information,
select = field label or list
marker when tha help
cursor is displayed.

WebSphere,

B welcome
[+ Guided Activities
[ Servars
[+ Applicatiens
[ Services
= Resources
¥ Schedulers
B Object peol managers
EIMs
B IMS providers

Connection factories
Queue connection facteries

[ ]
[ ]
B Topic connection factories
B Queues
]

Topics
B Activation specifications

[#JDBC
[# Resource Adapters
@ Asynchronous beans
[ Cache instances
® Mail
[# URL
[ Resource Enviranment
[ Security
[ Environment
[# Systzm administration
[# Users and Groups

[# Manitoring and Tuning
Ll

ep 1: Configure
asic attributes

Step Z.1: Supply
queue manager
details

Step 4 Summary

Enter details about the queue manager or queue sharing group that

you wish to connect to.

Queus mansger or queue sharing group name
QM_DDHP0520

| Logout

Close page

Help

Field help
For field help informatian,
select 2 field label or list
marker when the help
cursor is displaysd.

10. Specify the queue manager name ‘QM_DDHPO0520’. Click ‘Next'.

3-32

ORACLE




][R searen

B walcams

% Guided Archizias

& Sarvers

# Applicatians

i Services

| = Reagurces

L] SI:hldukn

B Objuct pocl managers

=ams
B S previdars

B Topics
¥ Activatian specifications
& ARG
14 Rarource Adapters
it Asyachronous beans
14 Cache instances
& Mail
B uRL
[ Rusvurcs Emaranmunt

& Gaturity

i Frironmest.

|5 Syatem sdsiniatration
@ Usmrs and Groups

ik and T
i

[nter the details required to establish a connection to the queue
manager of queue sharing group

B Eater host and port information in the form of separate hostneme
and pect valuas

* Hostrama
[r0.10.10.10
Bart

[1010

' Enter host and port infarmation in the farm of a connection name
list

Connection namae kst

Gerver connection channel

[Fvaten ner surcoun

Welp | Logout THM.

Field help

Faae Hiwlel bl imtesnemiation,
salest s field label or list
maricer when the help
curnpr is displaywd.

+

11. Specify the following details:

Host Name

10.10.10.10 (Host where Websphere MQ is installed)

Port

1010 (Web sphere MQ port)

Server Connection Channel

SYSTEM.DEF.SVRCONN

12. Click ‘OK’. The following screen is displayed.

13 Servers
ini Apphestion
vl Sarvices
= Rancarcas.
B Schedulers
B Chjer paal managers
=5
B 1S providers
= Canmestan facnaries
= Quewe cannectien facteries
® Tagic cannecsin fucsonies
" Quewas
" Togics
® Arcvavan specdzavans
@ JoBC
# Rasvarce Adapuers
& Asymchronces buans
& Carka inarascen
@ Mail
® uRL
 Rusowrcw Esvirzament
3 Sucuivy
3 Environmant
= — -
[§) Usars and Graups.
(1) Manicariag and Tuning
i

wizard crwales @ WabSphure MQ IMS reicurce

To twal, » Lon waing Lhe i o previded sulect
the “Test Cannection” button. It may take several seconds to perform
this bast. T¢ youl winh bo sleip thin best, salact the "Need” bubten.

l'mm]

Field help

For fiald halp infosmation,
wlect n fiwld Ll o figk
marier nhen the help
curor in dizplayad.
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13. Click ‘Test Connection’ button. The following screen is displayed:

Test connection result

Test connection result =

Test connection result

Configure
basic attributes

Result of testing the connection

& connection was successfully made
toe WebSphere MQ.

Step 3.1: Test
connection
result

Summary

WebSphere Integrated Solu...

| * | @ https:/710184133.191:9043/ibm/ console/login.do7action=secure ‘ ﬁ | B ¥+ # d @' » ‘ 2 . ‘ =
WebSphere. Help | Logout
»| CresteWMQIMSResoure Close page
| View: All tasks v
B welcome

[ Guided Activities

HETS Step 1: Config
[+ Applications basic attributes
[+ Services s Summary
connection method - — -

=/ Resources Creating a resource of type Queue connection factory- Name "NotifyDestQCF

B Echedulers - NDT name "HotifyDestQCF . .

B Object pool managars 5 i - Queue manager or queue sharing group name "QM_DDHPO520"

e ¢ S dEefe - Server type "QMGR"
= ImMs - Hostname "10.10.10.10"

B IMS providers Enter - Port "1010"

B Connection factories 1 - BT |- Channel name "SYSTEM.DEF.SVRCONN"
¥ Queus connection factories =

B Topic cennection factories Test

9 Queues connaction

B Topics

Step Test
B Acrivation specifications

[#JDBC

[#l Resource Adaptars

connection result

Step 4 Summary

[ Asynchronous beans
[# Cache instances

[ Mail

[ URL

[ Resource Enviranment

[ Security

¥ Enviranment
[#] System administration
[#] Users and Groups

[#) Manitaring and Tuning hd
< n K [ 3
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15. Click ‘Finish’. The following screen is displayed.

B ¥ R 4G - B

WebSphere.. Help | Logout

———————— | Cell=0fs3220235Nod=01 Cell, Profile=FPCFL Close page &
| View: All tasks ~| =
B welcome
- Field help
Gl Activiti
] Gui ities © Messages For fizld help information
[t Servers select = field label or list
&\ Changes have besn made to your local configuration. You can:
marker when the help
[ Applications B save directly to the master configuration. cursor is displayed.
[ Services B Review changes before saving or discarding. Page help
[ Resources More information about
B Schedulers & The server may need to be restarted for these changes to take sffect. this page
B Object pool managers Command Assistance
BMs y ) View adminisbrati
Queue connection factories View administrative
¥ IMS providers seripting command for lasg
B Connection factaries A queue connection factory is used to creste connections to the assecisted IMS provider of the JMS queus action
B Queus connection factories E destinations, for point-to-point messaging. =
B Topic connection factories [ Scope: Cell=ofss220239Node01Cell
B Queues
B Topics Scope specifies the level at which the resource definition is visible, For
B Activation spacifications detailed information on what scope is and how it werks, see the scope
settings help.
[#IDBC
# Resource Adapters [ celi=otss220233M0de01cel -]
[# Asynchronous beans
[ Cache instances [ Preferences
ol Lnew |
[ URL
[# Resource Enviranment
[#] Security L4 Select| Hame & INDI name & Provider Description & | Scope £
¥ Enviranment You can administer the following resourcas: =
¥ Systam administration NotifyDestOCF | NotifyDestQCF | WebSphere | NotifyDestQCF | Cell=ofss220239Nods01Cell
Lle]

u d Gi
[ Users and Groups i

¥ Monitaring and Tuning < provider
« i v 1 v

16. Click ‘Save’.

17. Similarly, you need to create the all queue connection factories mentioned in the document
“Resource To be Created”
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3.4.2 Creating Queues

Follow the steps given below:
1. Expand ‘Resources > JMS’ and click Queues.

B Echedelers
B Object poal managers
Bams
W IS providers
B Cianection factanes
¥ Quece cannection factories
¥ Topic connection frcteries
B Queses
" Tepics
B Arvivation pecifications
#I0EC
# Rasource Adaptars
5 Asyschroasas besas
¥ Cerbe insLances
il
Bun
& Resnurrs Favirzamanr

¥ Secwity

—

F System sbminislralivn
14 Usars 3ad Grogps.

4 Mantaring and Tuning

A& M5 queus i used a8 3 destination for point-to-poent massaging.
= soopet Celizofssi0i3UNedst1Call
Stwwre spreilies Ure bevel al which Ure resuwce definition is visible, For

Gatailed information on wht scopa is and how it works, sea the scooe
sestings help,

l Cell=otzs22023%Mede01Cell &v
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2. Select ‘Node’ from the drop down list. Click ‘New’. The following screen is displayed:

WebSphere Integrated Solu.., %

\ (' & hitps://10,184.133.191:9043/ibm/console/login.doaction=secure

WebSphere.

‘ View: Al tasks

B welcome
¥ Guided Activities
[£] Servers
'+ Applications
[+] Services
[ Resources

9 Schedulers

® Object pool managers

Eims

B IMS providers

Connection factories
Queus connection factories
Topic connaction factories
Queuss
Topics
Activation specifications
[{ JDBC

# Resource Adapters

[#) Asynchronous beans
[ Cache instances
& Mail
[ URL
[ Resource Environment
[ Security
[ Environment
[ System administration
[ Users and Groups

nnnnnnnnn =

R
JavascriptishowHideFilter()
e

Cell=0fs5220233Node01 Cell, Profile=FRCFL
Queues
Queues > Select IMS resource provider

Scope cellsiofss220239Node0iCell

Selact the provider vith which to crests the Queus. The folloving providers support the slected
resource type and are available at the selected scops.

Help | Logout

Field help

For field help infarmation,
selact = field labsl or list
marker when the help
cursor is display=d.

Page help
More about

() Default messaging provider

@ webSphere MQ messaging provider

this page

3. Select ‘Websphere MQ messaging provider’. Click ‘OK’. The following screen is displayed.

WebSphere Integrated Solu.. %

| € @ hitps//10.184.133.191:9043/ibm/console/login.doFaction=secure

‘rEa ¥ A 4 S #- B =

WebSphere. Help | Logout
~ ~
| View: All tasks — General Properties The adc
will not
B welcome Administration the gen
this iter
[+ Guided Activities Scope savad.
) Servers [cali=ofss220238N0ds01Cel
[ Applications Provider '
i WebSphers MQ messaging provider F
[ Services fa— 4
LI
= Resources + Home
B Schedulers [NOTIFY_QuEVE
B Object pool managers 7
Zams + JNDI name "
B IMS providers [voTiFY_queue :
B Connection factories : Description
B Queue connection factories r NOTIFY_QUEUE
B Topic connectien facteries
B Queues
B Topics
B pcrivation specifications
& JDBC
# Resource Adapters
Asynch be 3
At WebSphere MQ Queue
@ Cache instances
& mail + Queus name
[noTIFY_quEE]
# URL.
# Resource Environment Quaue manager or Queus sharing group name.
[oM_ppHRos20
) Security
[ Environment
fl System séministration
7 Users and Groups
[ Monitoring and Tun - -
v
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Specify the following details:

Name NOTIFY_QUEUE
JNDI Name NOTIFY_QUEUE
Description NOTIFY_QUEUE

Queue Name

NOTIFY_QUEUE on Websphere MQ to which the
gueue needs to be mapped

Queue Manager or Queue
sharing group name

QM_DDHP0520

4. Click ‘Apply’. The following screen is displayed.

{= Inlegrated Sslulions Consslo - Windews Intarnol Explorer

G. v [ iz e

* o Cotfemn b |ty K &=

d Local inranet a- hibow -
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5. Click ‘Websphere MQ Queue Connection Properties’. The following screen is displayed.

™ imiegrated Solutioms Consale - Windows Internet [xplorer

G- s,

B[R Ve Fpode Jods  fwo
% bl kil

o rertes | gy B - Pt g
B vingated Skt Coracls.

Walcsans sdmin

o Local st

6. Specify the following details:

Queue manager host 10.10.10.10 (IP address of the MQ server)

Queue manger port 1010

Server Connection Channel

SYSTEM.DEF.SVRCONN

7. Click ‘Save’. The following screen is displayed.
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(= Integratad Solutions Consel - Windews Internet Cxplarar

@ - [l Hiex.com

Fie Edt Yew Fgvortes [ools  Help

o Pevorkes | G B

~ o cefestabnor | tr A 0]

© B P Hotmad B
8 breegratnd Sohations Consik

Insegrated Solutions Console  Welcome admin

% Local intranat o T L1

8. Similarly, you need to create all the queues mentioned in the document “Resource To be
Created”.

Creating Message Listener

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:.{Port}/console

Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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The following screen is displayed:

WebSphere Integrated Solution... ¥

| € @ hitps//10184.133.181.9043/ibm/console/logon jsp

*C'HQSE.M

%E s A 4O -8B =

L[ T software

WebSphere Integrated
Solutions Console

User ID

Password:

Licensed Materials - Proparty of 18M (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, the [BM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registered in
many jurisdictions varldvide. Other product and service names might be
trademarks of IBM or other companies. A current list of 1BM trademarks is

available on the Web st Copyright and trademark information.

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.

4. Navigate to Websphere home page.

WebSphere Integrated Solu_ %

B bt U8 133088 8043 ey comsolelogin deTsctionsecure
i

[r— -

B walcems

% Guided Artivitas

® Servars =
ii\n.lmm

(b Barvices

1 Hesqurces

) Sweurity

&8 Fairnnmant.

¥ Gystam administraticn
(1] Users asd Graups

& Monizaring and Tuning
& Troublashosng

7 Sanvice integration
T

Walcoma

Intagrated Solutions Console provides a common administrativa console for
multiple oroducts, The table lists the product suites that can be administered
through this Selacta to view meee infs

Integrated Solutions Consale, §.5.5.0
Build Hurmbes: gri335.01
Build Dater 3/14/13 £

Wabsphers Aophcation Barvar

LICINSID MATLRIALS PROPIRTY OF

1B

S724-308, 5724-1A3,
STA5-HUE,5T24-HBY, 3635-WE3 [C) 7
Cepyright Intarnational Business
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5. Expand ‘Servers > Server Types’ and click ‘Websphere application servers’. The following

screen is displayed.

\ <' @ https://10.184.133.191:9043/ibm/ console/login.do?action=secure

WebSphere.

‘ View: Al tasks

B welcome
'+ Guided Activities
=) Servers

[ Server Types
¥ webSphere application servers
B webSphera MQ servers
B web servers

+ Applications

[# Services

[#] Resources

# Security

¥ Environment

[ System zdministration
[+) Users and Groups

[# Monitoring and Tuning
& Troubleshooting

[#/ Service integration

[£ UDDI

Cell=ofs5220233Node01Cell, Profila=FPCFL

[Application servers:

Application servers

Us= this page te view = list of the spplication servers in your environment and the status of each of these
sarvars. You can also uss this pags to changs the status of = specific application ssrvar.

[ Preferences

Close pags

Field help

For field help information,
select & field label or list
marker when tha help
cursor is displayed.

Page help

More information about

Name & Node ¢

‘Hustl‘lame 8

[ version ¢

You can administer the folloving resources:

serverl ‘ ofss220239Node01

‘ ofs5220233.in.oracle.com | Base 8.5.5.0

Total 1

this page

Command Assistance
Vigw sdministrstive

scripting command for last
action

WebSphere Integrated Solu...

| € ) @ hitps://10.184133191:8043/ibm/ console/login.do?action=secure

WebSphers.

‘ View: All tasks.

" welcome
[ Guided Activities
5 Servers

[ Server Types

B WebSphere zpplication servers
¥ wWebSphers MQ servers
B web servers

[# Applications

[ Services

[+ Resources

[ Security

[+ Environment

[+ System administration
[# Users and Groups

[# Monitering and Tuning
{4 Troubleshaoting

[# Service integration

[+ UDDI

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides sarvices

required to run enterprise applications.

Runtime || Configuration

Help

General Properties

MName

Node name

Run in development made

Parallel start

Start components as needed

Access to internal server dasses.

Classloader policy

Class loading mode

ofs=22023%Node01

Server-specific Application Settings

[ Classes loaded vith parent dass loader first

]

Coni

er Settings

¥ gession
mansgement

@ SIP Container
Settings

[ Web Container
Settings

[@ Portlet Container
Settings

@ EJE Container
Settings

[ Container Services
[ Business Procass
Services

Applications

" Installed spplications.

Server messaging

1 Messaging engines

" Messaging engine
inbound transports

L] MQ link

| Logout

Field help

For fiald help informa|
select a field label or
marker vhen the helg
cursor is displayad.

Page help
Mors information sbe,
this page
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7. Expand ‘Messaging’ and select ‘Message listener service'. The following screen is displayed.

WebSphere Integrated Solu...

é | @ hitps//10184.133191:9043/ibm/console/login.dolaction=secure

WebSphere. | Logout

Cell=0fs:220233N0d=01 Cell, Profila=FPCFL Close page
| View: All tasks
[Application
5 welcome
' Guided Activities Application servers > serverl > Message listener service Field help
For field help informatio
= Servers Use this page to configure the massage listener service. This service provides the massage-driven bean celect = field labsl or list
(MDE] listening process, in which message-driven beans are daployed against listaner ports that define the marker when the help
[l Server Typas IMS destination to listen upen. These listener ports are defined vithin this service along vith settings for its cursor is displayed.
B WebSphere spplication servers thread paol.
" Page help
WebSphere MQ servers Configuration ! )
B Web servers More information about
this page
# Applications
[# Services
Additional Properties
[#] Resaurces
- " Listener Ports
[+l Security
" Thread Pecl
[+ Enviranment
" Custom properties
(¥ System administration
[+] Users and Groups
[# Menitoring and Tuning
[# Traubleshoating
[+l Service integration
[# UDDT
‘< n P4 n J r

8. Click ‘Listener Ports’. The following screen is displayed.

Aochativn servars ¥ E
Aoglication arvaes > gareasl > Message latanar srvice > Ustanar Ports M huta
For fiald Ralp isfarmatian.
Ura this page ta configure tener ports upan which mesEage: Baana listen for ot soacifies the lact & dinld fanal or ligy
JUE cannattinn fartar; and JUE SAHinItn Thal 3 mMEsEAGe.drivan NARn, Sapinyed 8g Lerang oo frog el
| Pratarmnins aelnied
T T T U | i
B 2esheimons Lok m & e
B Sarvices Babecd Name & Caserigtien 3 Consedion fauery NDE mame & Dastinalion JNCI name & Sletus g'
dEknd senepng B Lk
O Rasturcas (Hers ackan
B Sacerny | Temalt
@ Envwimmant
@ Systam sdmmistration
B Uars wed Sovems
B Maninpring 3ng Tusing
B Trablarkasning
@ Eariica imngravan
Eunor
Done N Lol tranet G5 - Hioon
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9. Click ‘New'. The following screen is displayed.

WebSphere Integrated Solu.. %

C || Q Search

Wensvﬁe}e.

| View: All tasks

Welcome
[+ Guided Activities
-] Sarvers
[ Server Typas
WebSphere application servers
WebSphers MQ servers
Web servars
4 Applications
[# Sarvices
[+ Resources
[* Security
[#) Enviranment
# System administration
[+ Users and Groups
[# Monitoring and Tuning
[#) Troubleshooting
# Service integration
[+ UDDI

6 @ https/710.184.132.191:9043/ibm/console/login.dolaction=secure

Cell=ofz5220239Nod=01 Cell, Profila=FPCFL

[Application servers 7= r

a3+ R od D

Help

Application servers > serverl > Messaqe listener service > Listener Ports > New...

Uss this pags to configurs listsnsr ports upon vhich messags-driven beans listan for messagss. Each port spacifiss the IMS

connection factory and IMS destination that a message-driven bean, deployed against that port, listens upon.

Configuration

“ - @0 =

| Logout

Close page 4

General Properties

* Hame

[notitympe_Listener

# Initizl State
Started ﬂ

Description

[notitympE_Listanar

# Connection factory JNDI name

mn

[netifympE_Listanar

# Destination JNDI name

[noTiFy_mpe_gcr

Maximum sessions

[

Maximum retries

[o

Maximum messages

[«

4 mn

b

4

10. Specify the following details:

Name

NotifyMDB _ Listener

Description

NotifyMDB _ Listener

Connection factory JNDI name

NOTIFY_MDB_QCF

Destination JNDI name

NOTIFY_ QUEUE

Maximum retries

1

11. Click ‘Apply’. The following screen is displayed.
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WebSphere.

| Logout

Cell=ofs5220233Node01Cell, Profile=FPCFL
| View: All tasks
[pplica
B welcome
Fi
[ Guided Activities Bl (s o
E|E=0Ts By The server may need to be restarted for these changes to take effect. =
[2) Server Types & Changes have been made to your local configuration. You can: o
¥ webSphere application servers B Save directly to the master configuration.
B webSphere MQ servers O Py
e — Reviewiche poez|befomsleayine [odiszard g u
th
7| EE T B e mepy ==t b e e e e e i o
[l Services v
[ Resources o ’ B 5
servers > serverl > Message listener service > Listener Ports > NotifyMDE_Listener o
¥ Security Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the IMS
 Erwiranmant connection factery and JMS destination that a message-driven bean, deployed against that port. listens upon.
[+ Systzm administration Configuration
¢l Users and Groups
& Monitaring and Tuning
@ Troublashasting General Properties
[l Service integration # Name
otifyMDB_Listaner
[# UDDI [hestymos
4 Initial State
Description
[NotifyMDE_Listener
+ Connection factery JNDI name.
[MotifymDE_Listanar
1
< n v« [ ] 3

12. Click ‘Save’. The following screen is displayed.

[ TR T

Blo Bt Vew Furorkes ook e

« LTI -
e Fovorkes | s 8
8 Inagyaeed Shaions Conole

=~ )Y

Integrated Solutions Consols  Walcome admin

B Syroem ssmisizrasian
B Urery ans Graves

1B Misnivating and Tusing
B Treablashastng

R Farica imagrann

B oo

Closa 2854
> smrvar] > Messsus

Uns tnix page ts raaligues fistes
nnsartinn fartary ane 10

B Erafarancan

> Listaner Barts Ratd balp

Eatuct Rm 1

BAAE LBAN WAITH TMASERGA-SHUAR DASAY et for mersager BRI A spandies tne TUE
stingben that 3 massage-snven pasn. Saploves againsk that past lisens wpen.

[ Canvan to betvatin iEatiheben

eET

Conmetion fetery JNDE Aame 5 Dwstinelion N0 name 5 Status &

[) | BSSEMOD Ugtanar | NefMEN Lstanar | NOTIFY_MDN_GEF | moTiey_quiu i

Total 1

et conatincolactisoditton do.

'&uﬂw

Sy - Bk -

13. Select ‘NotifyMDB_Listener’. Click ‘Start’. The following screen is displayed.
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T Sarvices

% Emiranmest
* Eysoem agmisistravon
# Usars and Graws
 Manginng and Tusing
& Traubleshsanng

# Sanvice intagracian

 UDol

Aoplicative servers » perver] > Message listener service » Listener Ports

Lisa this paga
Factory and JMS destinal

canfigure lissanar ports upan which matsage: deven

ann batac for martagas. [ach port specdins the I cannactian

b
tion that 3 message-driven bean, deploved against that port, listens upon.

Cemiart ko aceivation spacification

" Connection factaey DI name % Destination W01 mame & | Status &

DEST_GCF CIFCREATICN DEST_QUEUE %
Emaet EME_TNGUEUE *
EmsQel EM3_OUTQUEUE -
[ | s _quia *

s pang

Command Assistan.
iaw gdminigtrative

- "."l

14. Similarly, you need to create the following listeners:

MDB_ Listener

CIFCreationMDBListener

Emslin_Listener

EmsOut_Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application Name

Listener Name

Listener QCF

Listener QUEUE

GWMDB MDB_ Listener MDBQCF MDB_QUEUE
EMSInMDB Emsin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsOut_Listener EmsQcf EMS_OUTQUEUE
CIFCreationMDBLi | CIFCreationMDBListener CIFCREATION_DEST_QCF CIFCREATION_DES
stenerBean T _QUEUE

Here,

o MDB_Listener is mandatory for Gateway MDB applications
e All others are required for FCJ Applications embedded with Scheduler.
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4. Default Settings for Web Sphere

4.1 Standalone Scheduler Confiquration

If standalone scheduler is enabled then below configuration should be done

enterprise applications’. The following screen is displayed:

1. Login to websphere admin console. Expand ‘Application > Application Types> WebSphere

Help | Logout

View: All tasks

Welcome
Guided Activities
Servers
[ Applications

New Applicatien
=]
WebSphere enterprise applications
Businesz-level zpplications
Assets

Global deployment settings
Services
Resourcas
Security
Enviranment
System sdministration
Users znd Groups
Monitaring and Tuning
Troubleshaoting
Service integratien

ubDI

Enterprise Applications

Preferences

Use this page to manage installed applications. A single spplication can be deployad onto multiple s=rvers.

Enterprise Applications ? - WHelp

Field help

For field help infarma
select = field label or
marker when the helg
cursor is displayed.

Start | Stop | Install || Uninstall || Update || Rollout Updat= || Remove File | Export | Export DDL | Export File
Page help
.‘z‘. .“’? More information abo
this page
Select | Name 2 |Apph:atinn Status )
L c d Assistance
e i ST i (e e resEe
[ | Defaultapplication L4
[ |FcuesAcp L4

Total 9

<] m i

Click on the application ‘FCISApp’ below screen is displayed.
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Ll Q,comeﬂingullulﬁngatrayinpvn | * e u 4+ t ’

o Welceme
Enterprise Applications > FCINeaWeb Fiold help
3 Guided Activitian For field help informatian,
- Uss thiz page to configure an anterprise application. Click the links to stcess pages for fusther configuring of the application or salect a fiald label or list
i+ Sarvers its modules. markar whan the help
- - i 1 cursar is displayed.
= Apheatna Configurstion st
B New Azphzatian Hlulr:b
= Application Types Mﬂlﬂm
B WabSphere satarpriza spplications
¥ Businass-leval spplications Ggneral Proporbies Hodules
" Ans + Hame

¥ Services pplication reference validation * pisolay module Duild Tds
@ fassurces mn

4l Security Detail Prapesties " Seasion management
B Eviciewers * Taraet speciic application status * Contmxt oot For Wab Module
3 Systam sdministration " Etartup behavige * 150 snd JSF eotions
5 Usire wnd Groips * Apglication binarias " yitunl hosts
- _ * Glazxloading and undate datection
& Maaitoring and Tuning E Enturprise Tavs Basn Propasties
.- HBequast duoaicher propertiey
i Treublahasting " JASPI provider * pafilt messsging seovidat refaranced
‘& Sarvica intagratian * Custem grogenies * polication grofiles
pharatr * Visv Degloymant Dugcripts ® fadronment entres for EIE modules
e . o * Bind EJB Bysiness
" BB Ol namax
References

= " Chisnt Module Propertms

. i * Slant modyls deplgymant mode

* ghaced Nbrary relgtionghiog Wiak Saivicas

Click on ‘Manage Modules’
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& ﬂJ|I1p1'-'-‘:i:|_-‘.".|]2.‘."|uudmm‘?ﬁi--nnccmol:s:e: #/securelogan do v.C] QWMgﬁhmngwijm +| ﬂ B U & & &

View: Al tasis = |

" alzom

Intarpriss Apphcationy > FCINeoWah » Mansge Hodules
+ Ouided Activitian
N Hanage Modula
¥ Sarvars
e Specify targets such 83 apphication sarvers or dusiens of 3pplication seners where you want io insisd the modites that s contained in your
S Applications seleation, nmnuunbmumu-m-um--nﬁ-m-wudwmm.mum.r—..uu. spacify the Wab sarvars
thit serve an routers for regueits i thin apslisation. The plugein tenfiguiatien file (slugin-eigomi) fee asch ek sere s genarated,
5 e oy hlll?“ll\l applications that sre routed through.
= agglication Typar
" wWedSrhwrs sstarpeina spphicetiom E—ﬁmﬂ =
8 Bt exhiial oo [wabdpheesicobeotse23Oi INoded: Oallnods=otss22013THode0L servermservar | meey |
e i) | Remove | Update || Remove File || hﬂlﬂﬁ]
B Qfckal deglaymane setzings -
X S I
i Resources
e
s o - - .
iod sdmisiatratizn — |
e EETSE LA ——
(5} Unars and Graups il !
8 Momodng 4nd Turg
BN
it Sarvica integeation
& uer

Click on ‘FlexCubeCorporate’
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¥ Sarary
o Apslcatizn
® N Applicatian
E Application Typar
Terprie applicatiens

atens

§ Global deploymant sectingy
+ Sarvicas
F Rassurcas
x ERvirAmEst
+ SySTem sdmaiItia
i Unevn and Groups
& Manicering b Tsing
¥ Trovhleshoring
¥ Sarvce intagration
® wopt

recuresecurelogon de ¢

Entirpeiea Amp

Enterprise Applications > ECINeoWeb > Manags Modules > FONeoWab.war

L]
A cometngettoinguayinjos 4 4 B @ & 4 O 3

Wity | Logeat 1B

Fiald halp
Far fiald hali infarmatian,

Usa this Page to configure an instance of » deployed web module in the Thiz 3ag s saluct & feald labal o bt
information fer o meb moduls and sesion Managemaent settinge. ‘marker when the help
cursor it displayed.
Canfiguration |
Page halp
Harg infgrmatien absut
General Propasiies addmasnad il Bhse
# URI

Tu el

Altarnate deplayment descriptor

& Rlawting wyight

[ro0a0

* Cless loader order

[ Clnsses inaded with incal cluss loadur first (garant tast) =]

o adad it
]

Select “Classes loaded with local class loader first (parent last)” from the dropdown ‘Class loader
order’. Click ‘Apply’ button

WebSphere.

view: All tasks

‘ Cell=0fs5220239Node01 Cell, Profile=FPCFL

welcoms
[+ Guided Activities
(@ Servers
(=] Applications

New Application

WebSphers snrerpris= applications

Business-level applications

Assets
Global deployment settings

[# Services
[+ Resources
[#l Security
[# Environmant
[+ System administration
[# Users and Groups
[# Menitoring and Tuning
(4] Troubleshosting
[#l Service intagration

[+ UDDI

Enterprise Applications i ’7

Help | Logout

Close page 4.

Field help

= Messages

B Sove directly to the master configuration.

&y Changes have baen made to your local configuration. You can:

W Review changes befare saving or discarding.

5 The sarver may need to be rastarted for these changes to take =ffact.

For fiald help infermation,
sslact = fisld label or list
marker vihen the help
cursor is displayad.

Page help
More information about
this page

Configuration

Enterprise Applications > FCUBSApp3 > Manage Modules > FCINeoWeb.war

Use this page to configura an instance of 2 deployed web module in the application. This page contains deployment-
speific infarmation for a web medule and session management settings.

mn

General Properties

Additional Properties

# URT

FCINeoWeb.var

Alternate deployment descriptor

+ Starting weight
[10000

# Class loader arder

[ classes o=ded vith parent dass loader first -]

o | O o | o

View Module Class Loader
Custom properties

Target specific application status
View Depleyment Descriptor
Session Manzgement

Click ‘Save’ link and restart the server.
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5. Configuring Mail Session on Websphere

5.1 Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE IS to generate and send passwords to the users via e-mail.

5.2 Creating Java Mail Session

To create Java mail session, follow the steps given below:

1. On the left pane, expand ‘Resources’ and select ‘Mail'.

r B
J‘ WebSphere Integrated Solu.. % | =+

€ | & nhtps://10,184.133.191:9043/ibm/ console/login.do?action=secure || Q Search tE + A 4@ »-0 =

L — =N

Welcome
| View: All tasks -
Welcome 7 = Ol 2bout this Integrated Solutions Console = [J
Welcome

[+ Guided Activities Ints ted Soluti Ct le, 8.5.5.0
Integrated Solutions Console provides a common administrative console for nEQrEtec Selutons ansals s

B Servers multiple products. Tha table lists the product suites that can be administerad Bulld Kumber; gm1319.01

Build Date: 5/14/13
3 Server Types through this installation. Select = product suite to view more information. ”‘“"’f ____________________

(|

WebSphere application sarvers LICENSED MATERIALS BROPERTY OF
WebSphers M 181
:Zb ;E::s e SChl Version 5724-108, 5724-152,
WebSphere Application Server 8.5.5.0 5724-HB88,5724-HB3, 5655-W65 (C) 7
Applications Copyright International Business

Services

Resources

Security

Environment

System administration
Users and Groups
Monitering and Tuning
[# Troubleshooting
Service integration

upDI

< m ] »

= = = o

2. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.
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The following screen is displayed:
R ———— N =

WebSphere Integrated Solu... %

\ (- J a https://10.184.133.191:9043/ibm/ console/login.dofaction=secure v | ‘ Q, Search E

WebSphere.

Cell=ofs:220233Ned=01Cell, Profile=FPCFL page
‘ View: All tasks

Mail Sessions

B welcome d et
_ - Field help
" Mail Sessions
Guided Activiti
& Gul vitles For field help information,
s Use this page to create mail sessions, which are collactions of properties that define how your application selact = field labal or list
sends mail and accesses the mail store. To create a useful mail sessien, an outgeing or incoming server marker vhen the help
[ Applications and protocal must be provided. Configure mail sessions only after you configure the necessary protocol cursor is displayed.
providers.
[# Services Page hel
(= Scope: =All scopes age help
[zl Resources More information about
¥ schedulers Scope specifies the level at which the resource definition is visible, For this page
B Object pool manzgers detailed information on what scope is and how it works, sze the scope
Bams ssttings halp.
& 108C [Aiscops Fl

[+ Resource Adapters

[ Asynchronous beans [# Preferences

[ Cache instances
i

B Mail providers

B Mail sessions

[ URL s.:\m‘ Name 2 |JNDI name & Scope & Provider & Description & | Category 2
[ Resource Environment Hone
[ Security Total 0

[ Environment

[+ System administration
[# Users and Groups

[ Monitoring and Tuning
[# Troubleshooting

[ Service int=gration

[ UDDI

1

3. Click ‘New’ button to create a new mail session.

The following screen is displayed:
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WebSphere Integrated Solu.. *

B + & 4 - 2~ B =

WehSnl{e-re.

‘ View: All tasks

Welcome
[+ Guided Activities
[ Servers
1+ Applications
[# Services
[/ Resources
Schedulers
Object pool managers
[ IMS
[# JDBC
[ Resource Adapters
(#] Asynchronous beans
[l Cache instances
= Mail
Mzl providers

Mzl sessions

[ URL

[# Resource Envirsnment
[+] Security
[+ Environment
[+ System administration
[+ Users and Groups
[# Monitaring and Tuning
& Troubleshooting
[¥] Service integration

[ UDDT

Help | Logout

. + Name
[reuzswail
4 JNDI name Field help
[mailrreussmail For fisld b
. select a fi
Deseription marker v
cursor s ¢
Page help
Mors infol
this page

Category

Enable debug mode

Outgoing Mail Properties

Enable strict Intarnet address parsing

Server

[10.10.10.10

# Protocal
EmE

User

Password

Verify Passvord

Return e-mail address

Incoming Mail Properties

m

Sarver

Ll LI}

k4

4. Provide the required information. Sample details are given below for your reference.

General Properties

Name

FCUBSMail

JNDI Name

mail/FCUBSMail

N.B

This has to be maintained in the file ‘fcubs.properties’ in encrypted format

Outgoing Mail

Properties

Server

< HOST_MAIL_SERVER >

Protocol

smtps

5. Click ‘Custom Properties’ link to configure the custom properties.
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6. Click ‘New’ button to create new custom properties.

The following screen is displayed.
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7. Specify the information required for creating custom properties. Sample details are given

below:

Name mail.smtps.host

Value <HOST_SMTPS_MAIL_SERVER>

Type java.lang.String

The custom properties are given below:

Name Value

Type

mail.smtp.host | <HOST_SMTPS_MAIL_SERVER>

java.lang.String

mail.smtp.port | <SMTPS_SERVER_PORT>

java.lang.String

mail.host <HOST_MAIL_SERVER>

java.lang.String

TRUE

mail.smtps.auth

java.lang.String
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Click ‘Save’ to complete the configuration.

@ The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following
components

o SMTP_HOST

o SMTP_USER

o SMTP_PASSWORD
o SMTP_JNDI

You can update this using Oracle FLEXCUBE Investor Servicing Installer.
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6.1

6.2

6.3

Ensure the following settings before deploying the application:

IBM Websphere Server - Increasing Heap Size

e (Goto ‘Server > Application Servers’ and select the ‘server_name’

6.

Annexure

e Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management
> Process Definition > Additional Properties: Java Virtual Machine’

e Modify the initial heap size and maximum heap size appropriately based on the load size

IBM Websphere Server - Transaction Service Properties

e Goto’ Server > Application Servers’ and select the ‘server_name’

e Choose ‘Container Services > Transaction Service’

e Change the total transaction lifetime timeout appropriately

e Party content, products, or services.

IBM Websphere Server — ORB Service Configuration

e Goto’ Server > Application Servers’ and select the ‘server_name’

| WebSphere Integrated Solu... x | 4
v

w;hsuhem. 50 tware

| View: All tasks

Welcome

[ Servers

web

Services

Resources

Menitoring

upDI

1

contain

Troublesho

Guided Activities

[ Server Types
WebSphere MQ servers
servers

Applications

Environment
System administration

Users and Groups

2nd Tuning

oting

Service integration

n

~

WebSphere application servers

v

r|t

Highlight Al

€ | B hitps://10.184.133.191:9043/ibm/ console/login.do?action=secure C Search

Application servers > servarl

B 4+ A 4

Welcome saravanan

Use this page to configure an application server. An application server is @ server that provides services

required to run enterprise applications.

Runtime | | Configuration

General Properties

Hame

[rervart |

MNode name

|:f55220239u:dam |

[ Run in development mode
Parallsl start

[ Start components as needed

Access to internal server classes

Allow

Server-specific Application Settings
Classloader palicy

Class loading mods

Classes loaded with parent class loader first

Apply | OK || Reset | Cancel

[

Match Case 6 of 6 matches

Container Settings

Session msnagement
SIP Container Settings
Web Contziner
Sattings

Portlet Container
Settings

EIB Container Settings
& Container Services

Application prefiling
service
Transaction service

Dynamic cache
service

Compensation
service
Internationalization
service

Default Java
Persistence AP1
settings

Object pool service

-

< + H

Field help
For fisld halp informa
sslect = fisld labal or
marker whan the help
cursor is displaysd. |-

Page help
More information abo
this page

Expand ‘Container Services’ and click ‘ORB Service’
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WebSphere Integrated Solu... %

| € ) @ hitps;//10184.133.191:9043/ibm/console/login.do?action=secure

WebSphere. Help

a0 e =
e =
" welcome
fion servers > serverl > i Field help
ElStede e For field help informs|
Usa this paga to configure the object raquast brokar (ORB). nelp
o select 3 field label or
Configurstion marker vhen the helg
= Server Typas cursor is displayed.
¥ webSphere zpplication servers
B webSphere MQ servers Page help
B wab sarvars ) More information sbo)
General Properties Additional Properties this page
[+ Applications
# Regquest timeout " custom
# Sarvices [te0 | seconds properties
# Resources * Raquast ratriss count
[ Security f | retries
# Environmant + Request retries delay
o =
e o |
[# Users and Groups #* Co cache
[zaa | connections
[® Moniering and Tuning
s + Connaction cacha minimum
[100 | connactions
¥ S=rvice integration
* upsI ORB tracing
# Locate request timeout
[120 seconds
Forcs tunnel
Tunnal sgant URL
Thread Pool Settings
is= the ORE.thread.pool settings associated vith the Threa
) Use the ORB.thread.pool sett ted vith the Thread
Pool Manager (recommended).
js= the Thread Pool Settings diractly vith the
© Use the Thread Pool Settings dirsct! i ith the ORE.
service. =
m v
Match Case 6 of 6 matches x

Check ‘Pass by reference’ and click Apply
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WebSphere..

| View: All tasks

B welcems

[ Servers

[ Server Types

= web servers
 Applications
[t Services
[ Resources
¥ Security
[ Environment
[# System administration

[# Users and Groups

¥ webSphere application servers
¥ webSphere MQ servers

Cell=ofs5220229Node0 1 Cell, Profile=FBCFL

Application servers

= Messages

A\ Changes have been made to your local configuration. You can:
B save directly to the master configuration.

B Roview changes before saving or discarding.

A\ The server may need to be restarted for these changes to take effect.

Application servers > sarverl > ORB service

Use this page to configure the object request broker (ORE).

Configuration

Close page .

8 T

Field help

For field help informati
select a field label or i
marker when the help
cursor is displayed.

Page help
More information abou
this page

Command Assistance
View administrative

scripting command for
action

General Properties

Additi Properties
[& Monitoring and Tuning _—
# Request imeout -
Custom
Troubleshactin
& 5] =0 seconds ropertics
|77 SoTeiEa Erein 4 Request retries count
[+ UDDI retries
# Request retries delay
[o milliseconds
# Connection cache maximum
[240 connactions
# Connection cache minimum
[100 connactions
ORB tracing i
https://10.184.133.191:9043/ibm/ c: | cworkspace.do?csrfid=678691242 & 1 3
| contain |~ w| Highlight Al Match Case 6 of 6 matches x

Click ‘Save'.
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